DOCUMENTATON CONTROL m 0

GUIDE FAA-P-1810
ACQ-1 0494
INTERIM
ACQUISITION RISK MANAGEMENT GUIDANCE
_ 3
JUNE 14, 1994
DEPARTMENT OF TRANSPORTATION
FEDERAL AVIATION ADMINISTRATION
bution: A-W(ND/AP/NA/NC/NN/NR/NW/SD/FE/ Initiated By: ACQ-10

PM/SE/OR/RD/SU)=3

1IBRARY USE ONLY



DEPARTMENT OF TRANSPORTATION
FEDERAL AVIATION ADMINISTRATION
EXECUTIVE DIRECTOR FOR ACQUISITION AND SAFETY OVERSIGHT
OFFICE OF ACQUISITION POLICY AND OVERSIGHT
ACQ-10

ACQUISITION RISK MANAGEMENT GUIDE

JUNE 14, 1994

PLEASE READ THIS NOTE BEFORE CONTINUING.

THIS IS8 GUIDE IS DESIGNED TO PROVIDE ASSISTANCE TO A DEVELOPER OF
AN ACQUISITION RISK MANAGEMENT PLAN IN SEVERAL WAYS. PLEASE DO
NOT LET THE SIZE OF THIS DOCUMENT SCARE YOU AWAY FROM USING IT.
(1) IT PROVIDES A TUTORIAL FOR A NOVICE OR SOMEONE WITH RUSTY
S8KILLS. (2) IT PROVIDES NUMEROUS CHECKLISTS TO MAKE A DEVELOPER'S
JOB EASIER AND QUICKER. =AND (3) IT PROVIDES NUMEROUS APPENDICES
OF INFORMATION, TO BE EMPLOYED AS NECESSARY, DEPENDING ON THE
SCOPE AND COMPLEXITY OF THE ACQUISITION RISK MANAGEMENT PLAN UNDER
DEVELOPMENT. THE TABLE OF CONTENTS IS REALLY AN OUTLINE AS WELL,
AND THE PREFACE AND FOREWORD PROVIDES A BETTER INSIGHT INTO THE
SCOPE, APPROACH AND DESIGN OF THIS GUIDE, AND SHOULD BE READ
BEFORE STARTING TO USE THIS GUIDE. REGARDLESS, THE CHAPTERS AND
APPENDICES OF THIS GUIDE SHOULD BE EMPLOYED SELECTIVELY, AND THE
THOSE NOT NEEDED SHOULD BE VIEWED A8 HANDY REFERENCES. IT IS NOT
AS AWESOME AS IT FIRST APPEARS. WE BELIEVE THAT USERS OF IT WILL
FIND IT VERY USEFUL ONCE THEY BECOME FAMILIAR WITH IT, AND EMPLOY
IT IN THE DEVELOPMENT OF AN ACQUISITION RISK MANAGEMENT PLAN.

This Guide was produced under the authorization and supervision of the Executive Director for Acquisition
and Safety Oversight, AXQ-1 (Martin A. Phillips, Actg), and the Office of Acquisition Policy and Oversight, ACQ-1
(David Morrissey). Coordination, research, assembly, original authorship and initial editing of the first edition
was provided by Anthony F. Osborne, while on detail to ACQ-1 from the Flight Service Stations Program office, ANW-
500. That detail was fully supported by ANW-500 (Rudolph Watkins), ANW-1 (Alvin L. Thomas), and-1 (John E.
Turner), not only to produce this product, but to ensure that the final product would be both an
educational/tutorial publication on Acquisition Risk Management, as well as, a practical and useful guide, that
could be used to produce Acquisition Risk Management Plans at any level. Additional significant critical review
and comments, for the first edition, was provided by Roger Martino, Martin Johnson, David Woodson and George
sweger, all of ACQ-10. Suggestions, comments and inquiries regarding this publication should be directed to
ACQ-10.
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PREFACE

The Office of Management and Budget (OMB) Circular A-109 states
that, "For a number of years, there has been deep concern over the
effectlveness of the management of major systems acquisitions.' nl 1t
further explains that, the coverage of the circular applies to (a)
Management of the acqulsltlon of major systems, and (b) All programs
for the acquisition of major systems even though the system is one-
of-a-kind. The General Accounting Office (GAO) Report GAO/RCED-93-
552 cites FAA for not as being attentive to risk management as it
otherwise should be, when processing Major Systems Acquisitions.
Those documents and reports stimulated introspective activities to
improve the management of risk in proce551ng major systems
acquisitions at the FAA. 1In order to improve performance in the risk
management area, senior management decided to have an acquisition
risk management guide produced that would provide usable definitions,
guidance and templates. This guide is a result of those decisions
and subsequent efforts. It centers on three key areas:

o Program Management is risk management; therefore, the
program manager’s job is to manage risk.

o Management of risk not only requires the management of
technical risk, but also includes management of
programmatic risk, supportability risk, cost risk, and
schedule risk. All are important in program management.

o Risk management is accomplished by: (1) Identifying risks
to the program as early as possible; (2) Determining the
cause(s) for each risk, and its significance to the
program; and (3) Developing and implementing effective
abatement measures that either eliminate the risk, provide
sound control measures to minimize its effects on the
program, or provide adequate resources to manage assumed
risks.

There are no complete "textbook" answers to risk management.
Each situation is different and each circumstance requires a slightly
different approach. This guide, therefore, cannot be a panacea. It
does, however, present several concepts and methodologies, and
provides definitions which will assist program management offices in
developing risk management programs and plans.

This Risk Management Guide was developed by the Federal Aviation
Administration’s Office of Acquisition Policy and Oversight, ACQ-1.
It contains not only original and FAA-specific perspectives regarding
risk management, but it is also a compendium of other government
publications. It draws heavily from the Defense Systems Management
College’s RlSk Management Concepts and Guidance guldebook the FAA
ORDER 1810.1F>, the Alr Force Materiel Command (AFMC) Acqulsltlon
Risk Management Guide® , and the Department of Defense Instruction
5000.27 Significant credit must be given and grateful appreciation
conveyed to the authors of those publications. Other references are
cited throughout the guide, and information excerpted from all of
them has been screened for applicability to FAA processes.
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Recent developments and emphasis on nondevelopmental item (NDI)
and commercial off the shelf (COTS) acquisitions and utilization, has
caused the FAA to begin reviewing how such items can be more fully
employed in National Airspace Systems. A full chapter has been
reserved to develop that topic, but will not be complete by the time
this publication goes to press as the ’interim/first’ edition. It is
expected that topic within this guide will become a critical part of
the guide as it becomes more visible. That chapter will be developed
pefore the first revision is released.

This guide was printed using circle folio printing guidance.
Both sides of all pages within a chapter or appenaix are numbered and
accounted for, however blank pages are usually silently numbered.
Actual content will usually start with page 3 of each cnapter. All
material will appear on paper stock that is recyclable.
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FOREWORD

This Risk Management Guide is designed to provide program
management offices with a reference for dealing with program
risks related to systems acquisitions. There is no single "best"
technique for managing risk. This guide provides an introduction
to the concepts of risk and an overview of the techniques for
managing risk. This approach allows the readers to select the
most appropriate risk strategy for their circumstances. This
guide alerts readers to the many problems and issues faced in
acquisition risk management and deals with issues raised by the
GAO Report!l.

This guide has also been designed as a reference book for
practical application, and is intended to aid all levels of
program management and designated "risk" analysts.

SCOPE

This guide is limited to "acquisition" risk management as it
relates to the FAA programs and projects. It does not cover
"security," "insurance," "safety," or "accident" risks, which are
generally considered to be outside of the FAA acquisition
management realm. Rather, focus, from a program office
viewpoint, is placed on acquisition risk management. Program
management offices are charged with the responsibility of making
decisions which inherently have an element of uncertainty. There
is no absolute distinction, therefore, between program management
and risk management. Risk management is an integral part of the
program management function. Risk management should be thought
of as a program management methodology, rather than an
independent and isolated function distinct from other program
management functions.

Risk Management is a method of managing that concentrates on
identifying and controlling the areas or events that have a
potential of causing unwanted change. It is informed management.

APPROACH

Acquisition risk is approached in this handbook from a
holistic viewpoint. It is addressed as a single entity,
consisting of different facets (technical, programmatic,
supportability, cost, and schedule). While technical issues are
a primary source of risk, they must be balanced with the
management of other aspects of the program: the other facets.

NOTES ON USE OF THIS GUIDE

While using this guidebook, keep in mind that risk is a
complex concept subject to individual perception. Some people
are risk takers and some people are risk averse. Hence, it is
difficult to develop a universal set of rules for dealing with
risk. Guidance, structure, and sample handling techniques are
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contained in this guide, which follow sound management practices.
while the principles, practices and theories presented herein
hold true in nearly all situations, under certain circumstances
the rules by which risk is evaluated may change drastically. For
example, in times of extreme threat, people do extraordinary
things. They will take risks that under ordinary circumstances
would be deemed unacceptable. High risk programs, therefore, are
not always bad, and the acquisition of high risk programs should
not necessarily be avoided: rather they should be rigorously
monitored and controlled.

DESIGN

This guide is designed to serve several purposes, as
described in the Preface, and as outlined in the Table of
Contents of this guide. They include providing a tutorial on
acquisition risk management, a chapter which is a guide to
developing an Acquisition Risk Management Plan (ARMP), and
appendices which delve into very detailed analyses processes.
The primary reason for developing this guide was to assist
'program people’ in producing ARMPs. Most of the information
needed to construct an Acquisition Risk Management Plan (ARMP) is
contained in the main body of this document. For programs of
expansive scope and complexity, appendices are provided, which
provide more detail on several subjects. Although this guide has
become somewhat voluminous in some respects, it is not difficult
to understand or apply, and the checklist approach it employs in
many areas will save a lot of development time in the long-run,
provide a consistent way of doing business, jog the ARMP
developers’ thinking process, and help the developer to avoid
omissions. It is suggested that the guide be used as follows:

o If a user is new to the Acquisition Risk Management

discipline and associated specialty areas, he should digest

Chapters 1, 2, 3, 5 and 6 before attempting to put together

an ARMP.

o 1If the developer is experienced, and the program under

scrutiny is not too complex, then he may go directly to

Chapter 4 and begin ’filling in the blanks.’

o On the other hand, if a complex, expansive or highly

visible program is under scrutiny, then the material and

detail in the several appendices should be considered as
well.
A final product ARMP thus created (using the processes enumerated
in this ARMP guide) will more likely satisfy all concerned.

MONITORING ORGANIZATION

Like the products that will result from the application of this
guide, this guide is a living document as well. Suggestions,
reports of errata, and suggested amendments and modifications
should be directed to the FAA, Office of Acquisition Policy and
oversight, attention Anthony Osborne.
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1. INTRODUCTION

1.1 PURPOSE

This FAA Acquisition Risk Management Guide (FARM-Guide) is
structured for use by individuals and organizations with widely
varying knowledge and experience in the risk management arena. It
contains sections, from ones that are tutorial in nature, for users
with little or no experience, to sections that contain templates and
checklists, for users who already have a background and experience in
this subject. This guide also allows the author of an Acquisition
Risk Management Plan (ARMP) to tailor a plan in relation to the size
and complexity of a program. A sample plan is included in the
appendices, that indicates what a basic RMP should look like for a
rather straight-forward program. That program consists of about 60
local area networks, made up of (COTS) microprocessor driven
computers, tied together with some COTS operating system software,
and will employ application specific software that will be written,
using specifications derived from an already existing system. A
review of the Table of Contents will reveal that it is also an
outline. If you are new to this area, start at the beginning of the
guide. 1If you are experienced, skip over to Chapter 4, and go to
work. In any case, employ Chapters 5, 6 and 7, and draw on the
material in the appendices as needed.

This guide follows policies and procedures, which establish the
basis for managing risk, consistent with the guidelines contained in
OMB Circular A-1091; FAA ORDER 1810.1F2; the DSMC "Risk Management
Concepts and Guidance" guidebook®; and the DoD Instruction 5000.2,
"Defense Acquisition Management Policies and Procedures, "4.

This section authorizes the employment of a template approach in
development of risk management plans for acquisition programs for the
FAA.

1.2 POLICIES

1.2.1 The 1810.1F, Section 1-10i(3), Risk Management, requires.
that "a formal, tailored program of risk evaluation and
reduction shall be established for each Level I, IIIA, and IVA
program. Risk and risk reduction measures shall be assessed at
each key decision point before granting approval to proceed to
the next acquisition phase." The major risk facets to be
addressed will be (as a minimum) technical, programmatic,
supportability, cost and schedule, and others as they are
applicable to a specific subject program. Risk areas to be
assessed shall include technology, design and engineering,
manufacturing and production processes, producibility,
operational, support, cost, and schedule, The acquisition plan
shall contain provisions for eliminating or reducing risks to
acceptable levels. An initial risk management plan shall be
developed during Phase 1 and maintained throughout the
acquisition process.

FAA Acquisition Risk Management Guide 1-3 Revision of 06/14/94



1.2.2 An acquisition risk management plan (RMP) shall be
produced for each acquisition program to identify and control
performance, cost, and schedule risks associated with the
technical, programmatic, supportability, ccst and schedule
facets, using the areas of risk identified in 3.2, following.
The RMP must include provisions for eliminating these risks or
reducing them to acceptable levels.

1.2.3 Where industry is involved in the areas of risk
identified, industry participation in risk management is
essential to ensure a clear understanding of program objectives,
produce schedule realism, and identify appropriate incentives
for contractual agreements.

1.3. PROCEDURES

1.3.1 Essential Program Characteristics. The ARMP will consist
of planning, identification, assessment, analysis, and reduction
techniques to support sound program management decisions. It
will:

o Include a structured and documented risk assessment and
analysis process, with user participation, to identify
risks early in the program and to provide proactive, look
ahead risk assessment and review;

o Include clearly defined criteria for elements leading to
the risk assessment events. The satisfaction of these
criteria must be documented to support the rigor necessary
in the risk assessment process;

For design reviews, which are necessary to assess the
risk of design, the steps that comprise the criteria
leading to the Preliminary Design Review (PDR) and the
Critical Design Review (CDR) are depicted by the
following list of Design Events:

Design Policy

Design Requirements

System/Subsystem Architecture

Preliminary Schematics/Layout

Software Preliminary Design

Preliminary Physical Design

Software Detailed Design

* Preliminary Design Review

Design Rules and Guidelines

Software Code Inspections

Physical Design versus Requirements

Analysis (Functional, Thermal,
Electrical, Power and Reliability)

Product Drawings & Associated Lists

Testing (Software Modules, Integration,
and System)

Installation & Field Manuals
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* Critical Design Review

o Include assessment of the contractor's managerial,
development, and manufacturing capabilities and processes;

o 1Identify and track risk drivers, define risk abatement
plans, and provide for continuous risk assessment
throughout each acquisition phase to determine how risks
have changed; and

o Provide clearly defined evaluation criteria for
assigning risk ratings of high, moderate, or low to
elements of risk associated with each major subsystem and
the overall system.

1.3.2 Milestone Decision Point Reviews. As an integral part
of this effort, risks, risk reduction measures, rationale and
assumptions made in assigning risk ratings, and alternative
acquisition strategies will be explicitly assessed at each
milestone decision point. The acquisition strategy will be
reviewed at each milestone to ensure it adequately accounts for
the degree of risk associated with the maturity of the
technology involved in the system and with concurrency in the
program.

1.3.3 ARMP Factors to Address. The ARMP shall address the
factors of Systems Engineering, including Engineering
Management; Logistics Support Analysis; the Manufacturing
Management Program; Software Development; Human Engineering
Requirements for Systems, Equipment, and Facilities; and
Technical Reviews and Audits for Systems, Equipments, and
Computer Programs. The policies and procedures that follow
establish the basis for integrating the technical efforts of the
entire design team to meet program cost, schedule, and
performance objectives with an optimal design solution that
encompasses the system and its associated manufacturing, test,
and support processes.

1.3.4 System Engineering Application. Systems engineering
shall be applied throughout the system life cycle as a
comprehensive, iterative technical management process to:

o Translate an operational need into a configured system
meeting that need through a systematic, concurrent approach
to integrated design of the system and its related
manufacturing, test, and support processes;

o Integrate the technical inputs of the entire development
community and all technical disciplines..., into a
coordinated effort that meets established program cost,
schedule, and performance objectives;

o Ensure the compatibility of all functional and physical
interfaces (internal and external) and ensure that system
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definition and design reflect the requirements for all
system elements: hardware, software, facilities, people,
and data; and

o Characterize technical risks, develop risk abatement
approaches, and reduce technical risk through early test
and demonstration of system elements.

o Technical risks will be identified and assessed
throughout the acquisition cycle.

o The acquisition strategy must include provisions
for eliminating these risks or reducing them to
acceptable levels.

o Effects of technical risk on program cost and
schedule, risk reduction measures, rationale and
assumptions made in assigning risk ratings, and
alternative acquisition strategies will be explicitly

assessed at each milestone decision point.

1.3.5 GAO Criteria. The RMP shall address five criteria®
(GAO cites) that are essential to assessment of technical risk.

1 Prospective assessment: Possible future technical
problems are considered, not just current problenms.

2 Planned procedures: Assessment is planned and
systematic, not incidental.

3 Attention to technical risk: There is explicit attention
to technical risk, not just to schedule or cost with

consideration of technical risk left implicit.

4 Documentation: At a minimum, technical risk assessment

procedures and results are written down in some form.

5 Reassessment in each acquisition phase: New or updated
assessments are made in order to detect changes in risk
during a system's development.

As the reader progresses through this guide, the importance
of adhering to these criteria will become more evident. Without
an understanding of the complexity of dealing with risk, these
criteria appear to be merely reasonable. With an understanding
of the complexity of risk, their importance is seen as critical.
It is the intent of this guide to bring the reader up to a
knowledge level where these criteria are viewed as mandatory for
successful risk management.
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CHAPTER 2

BACKGROUND
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2. BACKGROUND

2.1 HISTORY

In 1986, the United States General Accounting Office released a
report titled; Technical Risk Assessment - The Status of Current DoD
Efforts, which examined the methodology used for assessing technical
risks within 25 program offices. Since that time emphasis has never
ceased regarding risk assessment, either in the DoD or civilian
agencies. This guide has been developed to assist program managers,
and other concerned parties, in addressing risk both for new
undertakings as well as established programs.

2.2 THE ISSUE OF FORMALITY

In order for the risk management process to work, it must become
formal, systematic, and applied in a disciplined manner within the
organization: in other words, institutionalized. That is not to say
that all programs should require extensive formal risk management.

It does mean that to obtain the maximum benefit from risk management,
it must become a systematic process. There have been, historically,
several problems which prohibited risk management from becoming a
clearly understood process. The intent of this guide is to address
these problems and thereby lay the groundwork for institutionalizing
risk management. Risk management refers to the sum total of four
specific elements. Assessment, Analysis, and Handling refer to the
actual execution of the process, while Planning represents most of
preparation activity.

Figure 2.1 Risk Management Structure

RISK
MANAGEMENT
PLANNING FOR RISK RISK RISK
RISK MANAGEMENT ASSESSMENT ANALYSIS HANDLING

2.3 THE RISK MANAGEMENT NEED

Most decisions, including the most simple, involve risk. Take
for example, the decision of whether to drive or fly on a business
trip?: The cost and time differentials are easily obtained, but the
safety factor and the probability of arriving on time for a meeting
can become very complicated.

With this example in mind, a "success criteria" is necessary
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early in the effort in order to set down the most important elements
in the risk assessment. If cost alone is the only success criterion,
then the risk determination is simple; determine the cost to fly and
compare thLis to the expense of driving. The next success criterion
might be safety. One method of transportation will be safer than
the other. Statistics concerning accidents per 1000 miles traveled
are available to evaluate this criterion. If a third criterion is
added, such as on-time arrival for a meeting, then dependability of
the transportation method must be entered into the calculation.
Airline on-time st:tistics and the dependability of the automobile

and the road conditions should be evaluated.

As the success criterion is expanded and made more complicated,
the decision making becomes more complicated. It is obvious from the
example that some risk (perhaps increased cost) is acceptable, while
being late for the meeting may be an unacceptable risk. Certainly,
not arriving safe and sound is completely unacceptable.

Today's National Airspace Systems are increasing in technical
complexity, and this increasing complexity increases the risk.
Program decisions are heavily biased toward cost and schedule goals.
While cost and schedule are understood, the impact of cost/schedule
decisions as they relate to technical performance risk are usually
not clear. A formal methodology for evaluating the impacts of
decision-making and foreseeable problems is necessary. In addition,
this methodology should aid in identifying any practical and
effective work-arounds in order to achieve the program goals.

Proper risk manzgement requires a systematic approach to the
identification of prcblems. The sizing and resolution of these
problems can only help in the determination of choices, given certain
causes and effects. In order to ensure that the approach is
systematic, it would include the communication of risk as seen by
each diverse technical function to the single decision maker in order
to obtain the maximum program benefit in terms of performance, cost,

and schedule.

While many program managers use intuitive reasoning (guessing)
as the starting point in the decision-making process, it behooves the
astute manager to go beyond the intuitive reasoning or experience
factor in decisions involving significant risks. As a minimum, a
manager should attempt to obtain the level of risk and the impact of
the action on the progress of the program. If the risk is of such
consequence as to cause the entire program to fail, then it may not

be acceptable and some other plan must be formulated.

In today's National Airspace Systems environment, there are
factors that must be carefully examined for risk in order to
understand the necessity for risk management. The project manager
must be aware of potential cost and schedule perturbations;
frequently the survival of a project (and perhaps the manager)
depends upon the control of these elements.

Given the above description of the National Airspace System
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environment and the qualifications for effective program management,
it is advisable for all programs to perform some documented risk
management activity, either qualitative or guantitative or both. All
TSARC programs should have formal and intense risk management
activities, while smaller and less critical programs may require less
effort. The ultimate authority is the program manager. He/she must
make the judgement based on performance, cost, and schedule
challenges faced on the project.

In summary, (1) risk management is required by policy, (2) risk
management should be formal and systematic, (3) risk is an integral
part of decision-making, (4) greater pressure on the FAA requires
more effective risk management, and (5) almost all programs should
have some level of documented risk management activity.
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CHAPTER 3

RISK CONCEPTS
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3. RISK CONCEPTS
EXPANDED DEFINITION OF RISK

3.1.1. Probability is defined as (1) the chance that a given
event will occur, and (2) a logical relation between statements
such that evidence confirming one confirms the other to some
degree.l

3.1.2. Risk is defined as the probability of an undesirable
event occurring and the significance of the consequence of the
occurrence. This is different than uncertainty, as described
below. It is also different from the traditional (statistical)
view of risk which defines risk as a situation in which an
outcome is subject to an uncontrollable random event stemming
from a 'known' probability distribution.

3.1.3. Uncertainty (or possibility) considers only the
likelihood of occurrence of an event. The event may not be
undesirable. Uncertainty is normally thought of in traditional
terms (statistically) as an outcome subject to an uncontrollable
random event stemming from an 'unknown' probability
distribution.

3.1.4. Potential impacts. Risk and uncertainty are often
used interchangeably, but they are not the same. Therefore, to
truly understand whether an item is "risky," one must have an
understanding of the potential impacts resulting from the
occurrence or nonoccurrence of the event. Figure 3.1-1
illustrates this concept.

Figure 3.1-1 Concept of Risk

1.0
Low ' High
Risk : i Risk
Probability
of ]
Occurrence |- -f@- = - - Moderate - @ - - - -
(Uncertainty) Risk i
Area
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Risk | >
0 >

Severity of Consequence

FAA Acquisition Risk Management Guide 3-3 Revision of 06/14/94



3.2

3.1.5. There are three separate inputs required to determine

the level of risk...
o First, Probability of occurrence of the event.
o Second, Severity of consegquence if the event should

occur.
o Third, Subjective judgement concerning the combination
of the first two.

RISK FACETS

After obtaining an understanding of the nature of risk, the next

step is to lay the ground-work for managing it. Risk must be
segmented into manageable pieces, The first "cut" is to break it
into classifications relating to the source of the risk. Figure 3.2-
1 illustrates this approach.

3.2.1 Introduction. Risks to a program manager are all rooted
in the determination to deliver a specified product or level of
performance at a specified cost. The program manager risks
fajilure in three ways and combinations thereof: (1) The product
may not be up to the performance level specified, (2) the actual
costs may be too high, or (3) the delivery may be too late.

3.2.2 Classifying Risk into the facets. Understanding and
classifying a risk into one or more of the five facets
(Technical, Programmatic, Supportability, Cost or Schedule)
requires an examination of the source of the risk. It is not
always easy to determine into which category a particular risk
belongs. However, understanding the source of the risk and the
impact areas as well as providing a structure to examine risk
are critical elements if the risk is to be managed effectively.

3.2.3 Technical Risk. Technical risk can be defined as the
risk associated with (1) evolving a new design to provide a
greater level of performance than previously demonstrated, or
(2) the same or lesser level of performance subject to some new
constraints. The nature and causes of technical risks are as
varied as NAS systems designs. Many, if not most, technical
risks are the result of the demand for ever greater performance
from new systems and equipment. what is technically risky when
first attempted may be routine a few years later. Risky areas
on a system with high performance requirements may be routine on
other systems with lower performance requirements. The ever
present requirement to minimize or maximize physical properties
of systems and equipment further adds to the risks associated
with higher performance requirements.

Many of the "ilities," such as Producibility,
Supportability, Maintainability, and Reliability, must be
addressed in system acquisition. Each can be viewed as
additional design requirements placed on designers attempting to
evolve an efficient design capable of the desired performance
level. Each of these design requirements can be a source of
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risk.

It is not easy to describe all possible technical risks,
because, when examined at the lowest level of detail, there are
so many of them. There are usually many items to be designed
and integrated with other items, and many design objectives for
each site. Appendix A contains an abbreviated list of technical
risk areas.

3.2.4 Programmatic Risk. Programmatic risk can be defined as
those risks which include obtaining and using applicable
resources and activities which may be outside of the program's
control, but can affect the program's direction. Generally,
programmatic risks are not directly related to improving the
state-of-the-art. Programmatic risks are grouped into
categories based on the nature and source of factors that have
the potential to disrupt the program implementation plan: (1)
Disruptions caused by decisions made at higher levels of
authority directly related to the program; (2) Disruptions
caused by events or actions affecting the program, but not
directed specifically at it; (3) Disruptions caused primarily by
the inability to foresee productlon related problems; (4)
Disruptions caused by imperfect capabilities; and (5)
Disruptions caused primarily by the inability to foresee
problems other than those included in the first four categories.
These risks tend to be a function of the business environment.
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3.2.5 Supportability Risk. Supportability risk can be defined
as the risk associated with fielding and maintaining systems
which are currently being developed and are being deployed.

Note that supportability risk is comprised of both technical and
programmatic aspects. Certainly, any design effort (which may
contain technical challenges) should consider what the
supportability issues are likely to be when the system is
fielded. Another example is training, which is generally a
programmatic risk, but quickly becomes a supportability risk
when maintenance and operations support become driving factors.
There are ten Integrated Logistics Support Elements that present
potential sources of risk. These involve both technical and
programmatic issues. They are (1) Maintenance Planning; (2)
Manpower and Personnel; (3) Support Equipment; (4) Technical
Data; (5) Training; (6) Training Support; (7) Computer Resources
Support; (8) Facilities; (9) Packaging, Handling, Storage and
Transportation; and (10) Design Interface.

It is important to understand that any given risk area may
belong to more than one facet as illustrated above (e.g., a
particular piece of support equipment may pose a technical
challenge and have significant supportability implications.)

3.2.6 Cost Risk. Cost risk and Schedule risk are so very
closely related that most Government publications refer to them
collectively as Cost/Schedule risk. The next five paragraphs
will discuss the topic in that manner, however additional
paragraphs starting at 3.2.6.6 and 3.2.7 will break them out
separately in order to provide more detail and individual
expansion.

3.2.6.1 History. There is a long history of FAA program
cost/schedule growth with considerable Congressional
criticism thereof. 1In an era of limited FAA budgets,
cost/schedule growth in one program dictates reductions in
one or more others. Therefore, the risk of cost/schedule
growth is a major concern. This problem is further
complicated by the fact that performance and design
technical problems are sometimes solved by increasing the
planned scope and thereby program cost/schedule (and
schedule).

3.2.6.2 Growth. Cost/schedule growth is the difference
between the estimated program cost/schedule and the actual
cost/schedule. Therefore, there are two major
cost/schedule risk areas bearing on cost/schedule growth:
(1) The risk that the estimate set an unreasonably low
cost/schedule objective; and (2) The risk that the program
will not be carried out in an efficient and prudent manner
so as to meet reasonable cost/schedule objectives.

3.2.6.3 Outcomes as a function of management skill. The
outcome of the second of these two risk areas is not
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primarily a cost/schedule analysis related risk, that is,
anything cost/schedule analysts or financial analysts can
control. The final costs/schedules are primarily a
function of the skill of the Program Manager to accommodate
unanticipated problems related to technical,
supportability, and programmatic risks. The solution or
the lack of a good solution for such problems often
increases costs and schedules.

3.2.6.4 Low baseline cost/schedule estimates. The
preparation of an unrealistically low baseline
cost/schedule estimate or program target cost/schedule
estimate fall into four categories (prior to the pricing
decision). They are: (1) Inadequate system description;
(2) Inadequate historical cost/schedule database; (3) Lack
of sound methods relating historical costs/schedules to new
program costs/schedules; and (4) Incomplete cost/schedule
estimate.

3.2.6.5 Summary. Note that from this context, there are
few true cost or schedule risks. There are occasions where
this statement does not hold true. For example, test
windows can drive entire programs to a degree, as can funds
available for a specific item. Generally, true cost and
schedule risks are few and far between, when the source of
the risk is closely examined. More often than not, cost
and schedule uncertainty are a reflection of technical,
programmatic and supportability risk.

3.2.6.6 Cost Estimating. The cost estimating process is
described in detail in other documents (see Appendix B) and
will not be described in detail here. However, a review of
the basic methods is in order. There are four methods used
in cost estimating: published factors, engineering build-
up, analogy, and parametric cost estimating.

o Published factors are simple estimating relationships
developed to cover aspects of a program. Stating that it
costs $350 and six hours to prepare an engineering drawing
is an example of a factor.

o Engineering Build-up is the most detailed method. It is
a bottoms-up approach, based on defining each element of
work and est’mating the time and cost for each work
element. The work measurement system used by manufacturing
to determine how much effort it takes to build a systenm is
an example of the engineering build-up approach.

o Analogy is based on determining how comparable the
proposed system is to an existing system whose development
cost are known. The estimate of the new system is then
derived as being the cost of the existing system,
multiplied by an adjustment factor (or k factor) for the
differences.
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o Parametric Cost Estimating Relationships (CERs) are
based on the assumption that the cost of a system is driven
by one or more system-level factors. Using historical data
on several systems, an equation for the relationship
between the cost and the system-level factors is
determined. To estimate the cost of the new system, its
system-level factors are estimated, and fed into the
equation. This then becomes the estimate of developing the
system. Software development estimating models such as
COCOMO? are based on this approach.

Cost Estimate Development. Once the estimator has the
appropriate estimating parameters and risk factors, the
program cost estimate can be developed. The cost analyst,
working with the technical staff, will identify the
appropriate models and methods for developing the estimate.
The expected program cost is then derived for the
development program.

Risks are factored into the cost estimate based on their
handling approaches. Risks which are avoided or re-
allocated do not, of course, affect cost because they are
no longer part of the program. For those risks which are
specific information gathering or risk controls actions are
planned, the cost for those actions will be factored into
the program's expected cost estimates. This occurs in two
ways:

o First, if the cost impact is significant, and an
estimating method is available, the analyst will
separately estimate : .e cost of those actions. For
example, if the program plans to build and test an
instrument test vehicle, the cost required for that
effort can be estimated separately. The technical
staff can assist these estimates by identifying
comparable efforts accomplished in the past where cost
data might be available.

o Second, the impact of risk may have been accounted
for in the comparability factors developed by the
technical staff and the analyst. This can be used to
account for minor information gathering and risk
control actions, for which separate estimates are not
worth the effort to create them.

Effects of Assumed Risks. The effects of assumed risks are
handled differently. The basic concept is to bound the
expected cost estimate with a high and low estimate. There
are at least three techniques that can be used:

o First, establish the bounds directly based on
expert judgment.

o Second, conduct a sensitivity analysis on the
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estimating method used. This is especially useful
when some form of estimating relationship or analogy
method is used. For example, suppose system weight is
used in an estimating relationship with cost. A cost
bound could be established by using the high and low
estimates for the system weight (using the ranges
discussed in preceding sections).

o Third, Estimate costs pased on an estimate of the
work that must be done. That is, we may estimate that
developing a new electronics box may need one retest
for each qualification test. A set of bounds could be
established by varying the amount of the retest that
could be needed. This would then affect the cost of
the item.

An important point to remember is that cost is normally
proportional to the schedule. Therefore, when bounding
estimates are made, the schedule should be bound first.
Cost variation can then include the impact of the schedule
variation.

Bounding estimates can be done at both the system level and
at lower levels in the WBS. If done at a lower level, the
analyst has several techniques available to aggregate the
bounding estimates at the system level. Several references
are listed in Appendix B.

3.2.7 Schedule Risk. Schedule risk and Cost risk are so very
closely related that most Government publications refer to them
collectively as Cost/Schedule risk. Paragraphs 3.2.6 through
3.2.6.5, above, discusses the topic in that manner, however
additional paragraphs starting at 3.2.7.1, following, will break
Schedule risk out separately in order to provide more detail and
individual expansion. Appendix J discusses the schedule
estimating process.

3.2.8 Facet Organization. It was mentioned previously that
there are "risk drivers" and "risk indicators." The risk
drivers are usually the technical, programmatic, and
supportability facets, which leave the cost and schedule facets
as the indicators. This is often, but not always the case.
Generally when an item is contracted for, there is a specified
performance level to be met. This includes design criteria,
supportability factors, performance criteria and a host of other
specifics. It is then asked, "what will it actually take to
puild this item in terms of resources (time and money)?" It is
paramount that the item satisfy the need. The tendency then is
to focus on the performance requirements: not cost or schedule.
Unfortuna- ely cost and schedule tend to be the yardstick by
which decisions are made, and the tradeoffs between cost,
schedule and performance are not well understood. This is one
of the advantages of performing risk management. It attempts to
draw reality into the relationship between the risk facets.
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There are occasions where a project is undertaken with the
understanding that the product will be the best possible within
the dollar and time constraints dictated. 1In these instances
the cost and schedule facets become the drivers and the other
facets may become the indicators. Few projects have such clear
cut goals. More often than not, the program management office
must strive to achieve a balance between the facets to reach
seemingly conflicting goals in performance, cost and schedule.
For simplicity, this guide will treat technical risk,
programmatic risk and supportability risk as the predominate
factors driving cost risk and schedule risk. This is
illustrated in Figure 3.2-2.

Figure 3.2-2. Relationship Between The Five Risk Facets

Technical

|

Supportability Programmatic

|1

v VvV v VvV
Cost Schedule

By now it is easy to see that the risk facets are not
independent of one another. While a design risk is of a
technical nature it may have cost, schedule, supportability, and
programmatic impacts. Or, a tight test window presenting a
schedule risk, may have serious technical impacts. The facets
may also change with time. What started as a technical risk in
the design of a product may surface years later as a
supportability risk factor that has serious cost and schedule
impacts. A useful approach is to examine all facets whenever a
risk is identified in one facet.

This discussion was not intended to imply that cost and schedule
manage themselves: that is not true. The intent was to
emphasize the importance of managing the source of the risk in
any program. Frequently, this is some factor rooted in
technical, programmatic or supportability characteristics.

3.3 OTHER RELEVANT CONSIDERATIONS

There are two points worthy of mention when discussing risk
concepts from a program office viewpoint. Both deal with our
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acquisition management structure (to a degree) and are discussed in
the following two sections.

3.3.1 Two Perspectives of Risk Management. Program/project
risk management must be viewed from two perspectives defined as
follows: (1) Short term - addressing the current program phase
and immediate future; and (2) Long term - addressing anything
beyond the short term. Like many other aspects of risk
management, the distinction between the two perspectives is
somewhat unclear. Further explanation will help to clarify and
justify the separation. The short term perspective normally
refers to managing risk related to satisfying the immediate
needs of the project, i.e., "this is the performance level I
need to achieve today," and, "how are my contractors managing to
achieve this?" The long term perspective deals with "what can I
do to ensure that downstream the program will be successful?"
This might include, among other things, introducing
supportability engineering and producibility engineering into
the design process early in the program. The two perspectives
are closely related. In achieving the desired performance level
(short term goal) materials that are difficult to work with
and/or require new manufacturing techniques as yet unproven may
be utilized to solve the problem (introducing a long term risk.)
As with any good management decisions, the short term and long
term implications must be well understood. Only if these
implications are known can they be acted on (risk handling)
early enough to significantly reduce the chance of undesirable
results. Another look at the two perspectives to aid in
understanding the differences is illustrated in 3.3-1. 1In this
figure an overall design has been selected for a given project,
which has certain elements of risk. This was a decision that
obviously had long term implications. The task now at hand for
the program manager is to complete the design selected within
the resources made available. This particular program manager
has selected some technical, cost, and schedule parameters to
manage "risk" on an operational day to day basis (short term

risk management). Again, this does not preclude his decisions
in managing short term risk from having significant long term
impacts.

3.3.2 Realities of the Government Program Office Function.
Under ideal program management conditions, the same management
team would stay with a program from the definition phase through
production. However, ideal conditions rarely exist and a given
program will likely see several management teams. The
transition in program management personnel often creates voids
in the risk management process. These voids are in the
information / knowledge gained about the program from previous
activity. Precious time must be spent becoming familiar with
the program, often at the sacrifice of long term planning and
risk management. The introduction if a formal system for
recording, analyzing, and acting on a program risk facilitates
the transition process, and when done properly, forces long term
risk management. The approach to formal risk management is
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contained in Chapters 4, 5 and 6. While it is desirable to make
decisions based on long term implications, it is not always
feasible. The program management office is often forced to act
on risk from a short term rather that a long term perspective.
One reason has already been mentioned: the change in personnel.
Another reason is program advocacy. sudden shifts in priorities
can wreck havoc on long term plans: this is a risk area in and
of itself. The result is short term actions to adjust to new
priorities. Often these kinds of decisions are made before a
thorough evaluation of the long term impacts can be conducted.
Lastly, in some instances, long term impacts are not always
visible at a time the decision must be made.

There are day to day operational risks that must be addressed to
complete any given phase of a program. The solutions developed
to handle these risks must always be examined from a long term
viewpoint and must provide the program manager a strong argument
to defend his/her position. As has been pointed out in many
studies, actions taken early in a program's development have a
major effect on the overall performance and cost over the life
of the program as illustrated in Figure 3.3-2.3
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Figure 3.3-2. Life Cycle Costs Illustrated
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CHAPTER 4

THE RISK MANAGEMENT STRUCTURE
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4. THE RISK MANAGEMENT STRUCTURE
4.1 INTRODUCTION

This chapter presents the recommended structure for
executing risk management. Recognition must be given to the fact
that in the past there have been several different structures and
definitions used for basically the same concept. This has been a
source of continuing confusion in the field of risk management.
Figure 4.1-1 illustrates the most common of the previous
terminology / structures used in the risk field. It is important
to note that all of these previous structures/approaches do not
clearly distinguish between the terms risk assessment / risk
analysis / risk management. Previous efforts have not
established standard terminology. This chapter will clarify and
define each of these terms so that communications regarding
"risk" can be more effective. Risk management consists of four
separate but related activities as depicted in Figure 4.1-2.

Risk Management is the umbrella title for the processes used to
manage risk. This chapter focuses on defining and explaining the
elements of risk management. As with any process, there are two
basic stages: planning, and then execution, which includes
monitoring and control.

4.2 RISK PLANNING
4.2.1 Need/Purpose

Risk is present in some form and degree in most human
activity. It is present in the systems acquisition
business. Risk is characterized by the fact that: (1) It is
usually at least partially unknown; (2) It changes with
time; and (3) It is manageable, in the sense that human
action may be applied to change its form and degree.

Planning for the management of risk makes ultimate
sense in order to: (1) Eliminate risk wherever possible; (2)
Isolate and minimize risk; (3) Develop alternative courses
of action; and (4) Establish time and money reserves to
cover risks that cannot be avoided.

The purpose of risk management planning is simply to
force organized purposeful thought to the subject of
eliminating, minimizing, or containing the effects of
undesirable occurrences.
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Figure 4.1-1 Older Definition of Risk Management Structure and Activity
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Figure ¢.1-2. Updated Risk Management Structure and Activity.
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4.2.2 Timing

Risk is a word that exists only in the future tense. There
are no past risks - only actual occurrences.

Risk management planning is sensibly done and redone as an
integral part of normal program planning and management. Some
of the more obvious points for revisiting the Risk Management
Plan (RMP) include: (1) In preparation for major decision
points; (2) In preparation for and immediately following
technical reviews and audits; (3) Concurrent with the review and
update of other program plans and specifications; and (4) In
preparation of CIP submittals.
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4.2.3 Risk Management Plan

Most major programs are guided by a series of plans such as
a PMP and TEMP that provide the rationale and intended processes
through which the program will be executed. A Risk Management
Plan is a sensible part of this suite of guiding documents.
Such a plan would publish the results or latest status of the
risk management planning process.

The System Description (PART I, following) and Program
Summary (PART II, following) should be the same in all of the
program's plans. It should provide the basis of reference for
the reader to understand the operational need, the mission, and
the major functions of the system. It should include key
operational and technical characteristics of the system.

The Program Summary (PART II) should include a description
of the organizational relationships and responsibilities of the
participating organizations. It would also include an
integrated program schedule.

The Approach to Risk Management (PART III) should describe
(declare) the intended approach (specific to the program) for
executing the processes of: (1) Risk Assessment; (2) Risk
Analysis; and (3) Risk Handling. Also appropriate to be
included under this topic area would be definitions, measurement
techniques, and risk rating methods for Technical, Programmatic,
Supportability, Cost and Schedule risks. A description of the
structure to be used to identify and assess program / project
risks, and an overview of the methods and techniques for risk
analysis would be valuable.
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Figure 4.2-1.

THE RISK MANAGEMENT PLAN OUTLINE AND TEMPLATE
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Fiqure 4.2-1. THE RISK MANAGEMENT PLAN OUTLINE AND TEMPLATE
(continued)
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THE RISK MANAGEMENT PLAN OUTLINE AND TEMPLATE (Fig. 4.2-1)
(continued)

5.4 SUPPORTABILITY RISK SUMMARY

5.5 SCHEDULE RISK SUMMARY

5.6 COST RISK SUMMARY

5.7 CONCLUSIONS
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ENDNOTES / REFERENCES
SUBJECT INDEX
APPROVAL RECORD

ATTACHMENTS

FAA Acquisition Risk Management Guide 4-8 Revision of 06/14/94



Application Issues (PART IV) will include procedures and
processes for: (1) Identifying risks; (2) Quantifying risk; (3)
Use of tools to analyze risk; and (4) Applying specific actions
to manage risk. This is where a risk management planner
performs and records his detailed work.

Other relevant plans that help govern major programs are
i.e., Program Management Plans (PMPs), System Engineering
Management Plans (SEMPs), Acquisition Plans (ApS), Test and
Fvaluation Master Plans (TEMPs), Manufacturing Plans (Mps), and
Integrated Logistics Support Plans (ILSPs). These plans provide
insights into items of risk. Typically they are not written
from a risk viewpoint, but when one reads them with an eye to
raising risk questions, they provide valuable information.
These plans should be reviewed before, during, and after
preparation of the Risk Management Plan. These plans may
suggest items of risk. The Risk Management Plan may suggest
items that need to be addressed in the other plans. While the
Risk Management Plan deals with analyzing and managing risk,
risk should be identified and highlighted in any or all plans
where it is appropriate.

.3 RISK ASSESSMENT
4.3.1 Identification

Risk identification is the first step in the risk
assessment process. Risks cannot be assessed or managed until
they are identified and described in an understandable way.
Risk identification is an organized thorough approach to seek
out the real risks associated with the program. It is not a
process of trying to invent highly improbable scenarios of
unlikely events in an effort to cover every conceivable
possibility of outrageous fortune.

Approaches - Expert interviews, analogy comparisons, and
the evaluation of program plans are techniques that are
especially strong in the risk identification segment. The
objective of the risk identification segment is to obtain
straight forward English language narrative statements
describing the program risks. Mathematical techniques are not
appropriate here. Chapter 5 describes in great detail the
techniques for executing the risk management process: including
risk identification.

Baselining Risk - Risk exists only in relation to the two
states of uncertainty: total failure (usually 0% probability)
and total success (usually 100% probability). The risk
assessment process attempts to treat risk in a probabilistic
manner and the process is significantly simplified if we are
able to define total failure and total success. Defining one or
both of the "baseline programs" is worth some effort in order to
obtain a benchmark on the continuum (Figure 4.3-1). It is
certainly desirable but difficult to describe the technical
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content of a 0% and a 100% probable schedule and cost values to
achieve the technical content. After defining a baseline
position, it becomes easier to quantify risk in terms of each
impact area on a meaningful scale.

Figure 4.3-1. Risk Baselines
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40 40
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For baseline definition, we are seeking DO and $0, or D100 and $100.

Checklist Concept - The purpose of any program is to
achieve a specifiable set of goals. The basic risk
identification guestion becomes, "What are the events or facts
that may reasonably occur which will prevent the achievement of
program goals?" Occurrences whose outcomes are irrelevant to
program goals have no risk. The search should be directed
toward the "show stoppers" that will have a major impact on the
program. The key to risk identification is the systematic
combing through the total program. Figure 4.3-2 offers a matrix
that can serve as a tool to organize this process. The Top
Level Risk Matrix is applied at the total program level as a
starting point. The concept can be refined and carried to
greater detail as needed.
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Figure 4.3-2.

Top Level Risk Matrix
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Defining Program Goals - One would expect this step to be
an easy task. More than likely, it will be a thought provoking
and controversial process. Requirements specified in the
Program Management Plan (PMP) should all be included as goals.
If direction is missing or not explicit enough to be included as
a goal, this process identifies that fact (which in itself is an
important risk reduction action). All goal blocks on the matrix
should be covered. A goal block that cannot be filled out to
the satisfaction of the program manager is an alert for
direction and/or definition. The program manager should
precipitate some action to fill the void.

Defining Program Strategies - Program strategies represent
the plan(s) for achieving the goals. In the ideal case, the
strategy blocks in the matrix should contain references to
chapters or paragraphs in one or more of the program plans. If
this is not the case, the plans are inadequate. This causes the
greatest risk of all: that of not having a plan to reach a goal.
The Top Level Risk Matrix can serve as a forcing function to
insure the plans address all goals.

Identifying Risks - A simple first step in risk
jdentification is to evaluate the appropriateness of the
strategies against the goals. Counterproductive strategies
cause risk. The very imperfect world of systems acquisition
frequently forces the program manager to do things that are
counterproductive or suboptimum. Highlighting these anomalies
is a powerful contribution to risk identification.

4.3.2 Preliminary Quantification

After the risk identification process has produced a well
documented description of the program risks and before risk
analysis begins in earnest, some organization and stratification
of the identified risks are beneficial. Preliminary
guantification is intended to provide some prioritization of the
risks for further evaluation. Heavy mathematical treatments is
not desired here.

Rating Schemes and Definitions - The degree of risk
existing in a given situation is a reflection of the personality
of the risk taker. Twenty people can look at the same situation
and assign twenty different risk values to it. A risk rating
scheme built against an agreed set of definitions provides a
framework for eliminating some of the ambiguity.

The rating system can (and probably should) be very simple:
such as High, Medium or Low, using the notion that the degree of
risk is a judgement reflecting the probability of occurrence and
the severity of impact. The definition issue becomes one of
identifying impacts and deciding on a scale(s) and then shopping
the boundaries between the three regimes.
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With a defined risk rating scheme in place (at least
tentatively), the task of evaluating and quantifying each of the
identified risks may be accomplished against this structure.

Interviewing Experts - The technique of interviewing
experts is discussed in detail in Section 5.2. The objective is
to gather information from the technical experts that will allow
the analyst to rate the risk.

Using Analogies - Analogy comparison is discussed in detail
in Section 5.3. It is an attempt to learn from other programs
or situations. Analogy comparison is a technique used for many
things, e.g., cost estimating. The caution in this case is to
differentiate between "analogous programs" and "programs with
analogous risks."

RISK ANALYSIS
4.4.1 Definition and Description

The transition from risk assessment activities to risk
analysis activities is gradual. There is some amount of
analysis that occurs during the assessment process. For
example, if in the process of interviewing an expert, a risk
area is identified, it is logical to pursue information on the
magnitude of the risk, the consequences if the risk becomes a
reality, and the possible ways of dealing with it. The latter
two actions are generally considered a part of the analysis
process, but occur during the risk identification activities of
a formal risk management effort.

As time progresses in a grass roots risk management effort,
the risk analysis function grows independent from the
assessessment function. The process generally becomes more of a
top level analysis with the impacts being evaluated against
total project / program completion of subsystem completion.

Risk Analysis involves an examination of the change in
consequences caused by changes in the risk input variables.
Sensitivity and "what-if" analysis are examples of the
activities that should take place during risk analysis.
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4.4.2 Risk Analysis Products

One of the most useful products of the analysis process is
the watchlist. The watchlist serves as the worksheet that
managers use for recording risk management progress.2 An
example of a watchlist is shown in Figure 4.4-1. Watchlists
provide a convenient and necessary form to track and document
activities and actions resulting from the risk analysis process.
cumulative probability distribution occurs over time. The
cumulative probability distribution curve is a common,
conventional method used to portray cost, schedule, and
performance risk. Program Management Offices (PMO) can use
cumulative probability distributions by determining an
appropriate risk level (threshold) for the item and reading from
the curve the corresponding target cost, schedule, or
performance. This is a typical output of many automated risk
tools. Appendix E contains a more detailed explanation of
probability curves. The results of risk analysis are extremely
valuable in presentations to decision-makers. The process of
performing risk analysis generally provides an in-depth
understanding of the sources and degree of risk and can be
quickly portrayed in a few charts. This provides for much more
effective presentation/communication to decision-makers of the
program/project status. Section 6.5 has suggestions for
communicating risk information.
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Table 4.4-1. Watchlist Example.

EVENT/ITEM AREA OF IMPACT HANDLING ACTION

o Break Out

o Qualify 2nd Source

o Get Technical Data
as a deliverable

Loss of Competition Production Cost

Incomplete Logistic Support Cost o Contractor Support
Support Analysis for 2-3 years
o Warranty on High
Risk Items
o Logistics reviews

Immature Technical Production Cost with o Require Production

Data Package with High 1lst Unit Cost and Engineers on

many Engineering many ECPs Contractor Design

Changes for Design Team

Fixes o Fixed Price
Contract

o Competition

o Producibility
Engineering
Planning

o Production
Readiness Reviews

Long Lead Items Production Schedule o Get Early Identi-
Delayed fication of Long
Lead Items
o Contractor Emphasis
on Early Delivery
o Transfer or Level-
ing from less
urgent programs
o Buy a position in
line for waiting
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4.5 RISK HANDLING

Risk handling is the last critical element in the risk
management process. It is the action of inaction taken to address
the risk issues identified and evaluated in the risk assessment and
risk analysis efforts. Generally, these actions fall into one of the
following categories:

Avoidance

Control

Assumption

Transfer

Knowledge, Research and Skills

000O0O

4.5.1 Risk Avoidance

The statement "I do not accept this option because of the
potentially unfavorable results" reflects what is meant by risk
avoidance. There are many situations where a lower risk choice
is available from several alternatives. Selecting the lower
risk choice represents a risk avoidance decision. This is
typical of the evaluation criteria used in source selection.
Certainly, not all risk should be avoided in all instances
though. There are occasions where a higher risk choice can be
deemed more appropriate because_of design flexibility, Pre-
Planned Product Improvements (P3I), etc.

4.5.2 Risk Control

This is the most common of all risk handling techniques.

It is typified by the statement "I am aware of the risk, and I
will do my best to mitigate it's occurrence and effect." Risk
control is the process of continually monitoring and correcting
the condition of a program. This often involves the use of
reviews, risk reduction milestones, development of fallback
positions and similar management actions. Controlling risk
involves the development of a risk reduction plan and then
tracking to the plan. This includes not only the traditional
cost and schedule plans, but also technical performance plans.

4.5.3 Risk Assumption

Risk Assumption is a conscious decision to accept the
consequences should the event occur. Some amount of risk
assumption is always present in acquisition programs. The
program management office must determine the appropriate level
of risk that can safely be assumed in each situation as it is
presented. An example of risk assumption is permitting programs
to have significant amounts of concurrency.

4.5.4 Risk Transfer

There are options available to program offices to reduce
risk exposure by sharing risk. There are many ways to share
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risk with contractors. Type of contract, performance
incentives, warranties, etc., are all forms of sharing risk with
contractors. Note that many of these only share cost risk.

Risk transfer is often beneficial to both the contractor and the
government.

4.5.5 Knowledge, Research and Skills

While this is not a "true" risk handling technique, it does
supply the other methods with valuable information. This is a
continuing process that enables the participants to perform risk
handling (with the other methods) with greater confidence. It
consists of gathering additional information to further assess
risk and develop contingency plans.

4.6 Summary

Risk handling methods are only constrained by the ingenuity
and skills contained within the program office. While a
conscious decision to ignore (assume) a risk is a viable option,
an unconscious decision to do the same is not. A documented
action with supporting rationale is recommended in all risk
handling options.3 Note that the risk handling techniques are
not independent of each other. For example, assuming the risk
involved is a concurrent program does not preclude the program
manager from instituting measures to control inherent risk.
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CHAPTER 5

EXECUTING THE RISK MANAGEMENT PROCESS
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5. EXECUTING THE RISK MANAGEMENT PROCESS

5.1 INTRODUCTION

Having gained an understanding of the concepts of risk and the
structure useful for executing risk management, it is logical to now
present some specific techniques that apply to the process. All
processes require two broad categories of action (Figure 5.1-1):

o Planning
o) Execution.

This Chapter covers risk management techniques that have proven
useful to both contractors and Government program offices in the
execution of the risk management process. The planning issues were
covered in Section 4.2 and will be reiterated in Chapter 6. There
are basically seven steps in risk management as outlined below:

5.1.1 Evaluate the achievability of the proposed project
against plan.
5.1.2 Identify the risk areas:
o Develop a structure to systematically comb through the

program and issues (i.e., WBS, checklist).

o} Interview subject area experts.

o} Review analogous system data.

o Evaluate the program plans; do they coincide?

o Examine lessons learned documents (i.e., transition

templates, studies, etc.).
5.1.3 Quantify the risk areas:

o Develop a consistent scheme for rating risk. Make it
gquantitative with qualitative backup.

o Assess the likelihood of the risk occurring.

o) Assess the impact of cost/schedule/performance.
5.1.4 Document the risk areas:

o Develop and maintain a management watchlist.

o Develop an effective communication scheme so input

from all functional areas is received.
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Figure 5.1-1
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5.1.5 Utilize an analysis tool designed to meet your
specific objectives. Examine the results:

o In terms of performance/time/cost
o} By system/subsystem
o 0f funding profiles
o Based on criticality
o For consistency with analogous systems
o of "what-if" analysis.
5.1.6 Determine the appropriate handling option:
o Avoid the risk.
o Share the risk with another party.
o Assume the risk.
o Control the risk.
5.1.7 Implement the appropriate option.

The specific techniques for accomplishing these steps are
contained in the following pages of this Chapter. Many of the
techniques can be used as tools for multiple parts of the process.
For example, an in-depth evaluation of a critical path network is
very useful for steps 1, 2 and 5 above. It can be used to evaluate
and identify risks in an approach, and serve as an excellent analysis
tool. Figure 5.1-2 illustrates which techniques have application in
more than one step of the process. The predominant application is
represented be a "P" while secondary applications are represented by
an "S" .

5.2 EXPERT INTERVIEWS

5.2.1 General. One of the most critical elements or tasks
in risk assessment is that of obtaining accurate judgments from
technical experts. Unfortunately, this is an area where it is easy
to make errors and, therefore, obtain information that is inaccurate.
The interviewing of technical experts to gain information regarding
risk is critical for two reasons. First, the information identifies
those areas which are perceived as being risky (risk identification).
Second, it provides the basis for taking the gqualitative information
and transforming it into quantitative risk estimates (risk
quantification). Reliance on the advice of technical experts is
mandatory since all information necessary for an accurate risk
assessment usually can not be derived from previous program data.
Obtaining information from experts, however, can be frustrating and
often lead to less than optimum results.
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Figure 5.1-2 Technique Application
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Nearly all risk analysis techniques require some form of expert
judgment input. This makes the acquisition of such judgments
extremely important to the overall accuracy of the risk management
effort. As already mentioned, this is a very difficult task to
perform, and it is extremely hard to distinguish between '"good" and
"bad" judgments. This makes the approach and documentation even
more important than usual. The program manager or risk analyst
performing the effort is likely to get several divergent opinions
from many "experts" and he/she must be able to defend the position
taken.

5.2.2 Description of technique. The expert interview
technique is relatively straightforward. Basically, it consists of
identifying the appropriate expert(s) and methodically questioning
them about the risks in their area of expertise as related to the
program. There are many methods of accomplishing this as outlined in
Appendix F. The technique can also be used with groups of experts.
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The process is normally aimed at obtaining information on all five
facets of risk.

5.2.3. When applicable. The technique is useful for
virtually any program and is recommended for all programs. Expert
interviews focus on extracting information about what the program
risks are and their relative magnitude. It is most useful in the
risk assessment portion of a risk management effort, but it also has
application to the other processes as well. When questioning experts
about the risks on a program, it is logical to pursue potential
handling actions and alternatives as well as information pertaining
to the potential impact.

5.2.4 Inputs and outputs. The technique has two
prerequisites (required as input) for application. First, the
interviewer must be prepared. The topic must be researched and an
interview agenda thought through. Second, the interviewee must be
willing to provide the information sought after and be willing to
spend the necessary time required to divulge the information to the
analyst or manager. The results (output) of such interviews can be
gqualitative, quantitative, or both. Expert interviews nearly always
result in input that can be used in the formulation of a "watchlist."
In fact, watchlists frequently evolve from the input of each "expert"
functional manager on a progranm. Another frequently useful output is
the formulation of a range of uncertainty or a probability density
function (PDF) for use in any of several risk analysis tools. These
can be in terms of cost, schedule, or performance.

5.2.5 Major steps in applying the technique. Since expert
interviews result in a collection of subjective judgments, the only
real "error" can be in the methodology for collecting the data. If
it can be shown that the techniques for collecting the data are not
adequate, then the entire risk assessment can become questionable.
Unfortunately, there is no sure-fire technique for assuring that the
data collected is the best possible. The only real assurance can be
in the methodology used to collect the data. There are several
methodologies available for collecting data, but many must be ruled
out because of the time restrictions that usually exist. One
combination (there probably are others just as good), which seems to
work well, consists of the following five steps:

o Identify the right individual.

o Prepare for the interview.

o Target the interest area.

o Solicit judgments and general information.
o Quantify the information.

Each of these steps is discussed in the following paragraphs.
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Identify the Right Individuals - It is extremely important to
identify the correct subject or area expert. If there is any doubt
about the level of expertise, it 1is worthwhile to identify one or two
other candidates. It is relatively easy to make a mistake in this
area by identifying an expert who knows only a portion of a given
area. For example, if you are interested in knowing the risks
involved in the test program for a particular project, you would want
to talk to an expert in the test field. Someone who knows both
hardware and software test procedures would be appropriate. The time
spent up front identifying the individuals to be interviewed will be
well spent. Preliminary phone screens are usually worthwhile. These
usually only last about five minutes and can give the analyst a feel
as to the level of expertise an individual has, as well as helping to
focus the questions while preparing for the interview.

Prepare for the Interview - A lot of time can be saved for all
parties if there has been adequate preparation by all involved. Some
thought should be given as to what areas will be covered during the
interview. The methodology for quantifying the expert judgment
should be thoroughly understood and rehearsed if necessary. It is
much easier to maintain control and direction during the interview,
if there is an agenda or list of topics to be covered. It is also
helpful to understand how the individual expert functions in the
organization and how long he has been in the field. It is necessary
to keep the ultimate goals of risk identification and quantification
in mind while preparing for the interview. This means that there has
to be some "open time" during the interview to allow the expert to
give the interviewer his/her personal thoughts on areas which may be
outside his/her field.

Target the Interest Area - The first portion of the actual
interview should be to focus on the previously identified risk areas
to obtain verification. This should be kept brief, except where
there appears to be a conflict which would require additional
information. Next, the interview should move to the individual's
area of expertise. This will either confirm that the correct
individual is being interviewed or will cause the focus of the
interview to change. By targeting the interest area early, more time
can be spent within the individual's area of expertise, if necessary,
or the interview can be changed/ended saving valuable time if there
has been an error in identifying the correct individual.

Solicit Judgments and General Information - It is important to
let the expert have some time to discuss other areas of the progranm,
if he/she desires, after completing the target interest areas. If

nothing else, the information gained can be used when interviewing in
another area to stimulate thoughts and generate another opinion. 1In
many cases, an "outside" observer who is involved in the program can
identify potential areas of conflict/risk which may not be apparent
to the person working in the area where the potential conflict/risk
resides. Much of the initial assessment is gained through just a few
interviews. This information generally becomes more refined/
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deleted/expanded as the subject experts are interviewed. Experience
has shown that if the expert is cooperative, the information given
(even that which is outside the area of expertise) is generally
correct. Often additional clarification is required and the expert
is unwilling to attempt a quantification, but the identification of
risk is still valid.

Quantify the Information - This is the most sensitive aspect of
any risk analysis. Once the risk areas have been identified, an
estimate of their potential impact may be in terms of performance,
cost, and schedule.

5.2.6 Use of results. Normally, the results of expert
interviews feed other technigues or are used in the development of
watchlists as described in Section 4.4.2.

5.2.7 Resource requirements. Interviewing experts reguires
two specific resources, the first of which is time. While this is
one of the most common techniques in use for risk assessment, it is
also one which is frequently misapplied because of time limitations.
Planned interviews are sometimes shortened or skipped altogether in
order to meet other obligations or deadlines by the interviewer and
interviewee. A methodical examination of an entire program requires
the time of many experts - both from the Government and contractor.
The second resource requirement is an experienced interviewer.
Frequently, experts do not give information which is readily usable
for a watchlist or probability density function. Some skill is
required to encourage the expert to divulge information in the right
format. If an experienced interviewer is not available, the

technique can still yield some valuable information if enough time is
allocated.

5.2.8 Reliability. When conducted properly, expert
interviews provide very reliable qualitative information. The
transformation of that qualitative information into quantitative
distributions or other measures depends on the skill of the
interviewer. The technique is not without problems. Some typical
problems that experienced risk analysts have had are listed below.

o Wrong expert identified

o Poor quality information obtained

o Unwillingness of the expert to share information
o) Changing opinions

o Conflicting judgments.

5.3 ANALOGY COMPARISON/LESSONS LEARNED STUDIES

5.3.1 Gereral. The "analogy comparison" and "lessons
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learned" techniques for risk identification and assessment are based
on the idea that no new program, no matter how advanced or unique,
represents a totally new system. Most "new" programs originated or
evolved from already existing programs, or simply represent a new
combination of existing components or subsystems. A logical
extension of this premise is that key insights can be gained
concerning the various aspects of a current program's risk, by
examining the successes, failures, problems, and solutions of similar
existing or past programs. The experience and knowledge gained, or
"lessons learned," can be applied to the task of identifying
potential risk in a program and developing a strategy to handle that
risk.

5.3.2 Description of technique. The analogy comparison and
lesson learned techniques involve the identification of past or
existing programs that are similar to the Program Management Office
(PMO) effort and the review and use of data from these programs in
the PMO risk management process. The term "similar" refers to the
commonality of the variety of characteristics which defines a
program. The analogy may be similar in technology, function,
acquisition strategy, or manufacturing process. The key is to
understand the relationship between the program characteristics and
the particular aspect of the program being examined. For example, in
many system developments, historic cost data shows a strong positive
relationship with technical complexity. Thus when looking for a
program in which to analyze cost risk for comparison, it makes sense
to examine data from programs with similar function, technology, and
technical complexity. The use of data or lessons learned from past
programs may be applicable at the system, subsystem or component
level. For example, though an existing system's function and
quantity produced differ, its processor may be similar in performance
characteristics to a current program and thus a valid basis for
analogy comparison. Several different programs may be used for
comparison to the current project at various levels of the end item.

5.3.3 When applicable. The application of documented
lessons learned or the comparison of old or existing programs to new
programs is useful in all phases and aspects of a program. In any
situation in which historic data is useful in predicting or
anticipating the future, the analogy comparison and lessons learned
technique can provide valuable insights into the risk associated with
a program. These techniques are especially valuable when a new
system is primarily a new combination of existing subsystems,
equipment, or components for which recent and complete historical
program data is available. When properly done and documented,
analogy comparison provides a good understanding of how the program
characteristics affect the risk identified and provide a necessary
input to many other risk techniques.

5.3.4 Inputs and outputs. There are three types of data
required for use of the technique:
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o Description and program characteristics of the new
system and its components

o Description and program characteristics of the
existing or past programs and their components

o Detailed data for the prior system being reviewed
(cost, schedule, performance, etc).

The descriptive data and the program characteristics information are
needed to draw valid analogies between the current and past programs.
The detailed data is required to evaluate and understand program
risks, and their potential effect on the current project. Often
technical specialists are needed to help make appropriate comparisons
and to help extrapolate or adjust the data from old programs to make
inferences about new programs. Technical or program judgments may be
needed to adjust findings and data for differences in complexity,
performance, physical characteristics, or acquisition approaches.

The output from the examination of analogous programs and
jessons learned typically becomes the input to other risk assessment
and analysis techniques. The review of program lessons learned
reports can identify a number of problems to be integrated into a
program's watchlist. The length and volatility of past flight test
programs is information that would aid in the development of
realistic durations in a network analysis of a new program's test
schedule. Data from the review of lessons learned and past analogous
programs becomes the source of information for the conduct of risk
assessment, analysis, and handling techniques.

5.3.5 Major steps in applying the technique. The major
steps in the use of analogous system data and lessons learned include
the identification of analogous programs, data collection, and
analysis of the data gathered. Figure 5.3-1 shows a further
breakdown of this process.

The first step is to determine the information needs in this
phase of the risk management process. This could vary from wanting
to assess the risk involved with the development of a custom computer
chip for a new application to a broad goal of identifying all of the
major risks associated with a program.

The second step is to define the basic characteristics of the
new system. This is necessary in order to identify past programs
that are similar in technology, function, or design. With the new
system generally defined, the analyst can begin to identify programs

with similar attributes for comparison and analysis.
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The next steps in this process, being interdependent, are
generally done in parallel. The key to the usefulness of analogy
comparison is the availability of data on past programs. The new
system is broken down into logical components for comparison, while
assessing the availability of historical data. There is no use in
analyzing a system at a detailed component level against past efforts
if that same level of detailed information is not available in past
programs. Based on the availability of data, the information needs
of the process, and the logical structure of the program, analogous
systems are selected and data gathered.

The data gathered for comparison includes the detailed
information being analyzed, as well as the general characteristics
and descriptions of the past programs. The general program
descriptive data is essential to ensure proper analogies are being
drawn and a clear understanding of the relationship between these
characteristics and the detailed data being gathered is understood.
For the analogy to be valid, there must be some relationship between
the characteristic being used to make comparisons and the specific
aspect of the program being examined. For example, if there is no
basis for relating weight to schedule, weight of the system is a
suspect basis for drawing an analogy while doing a schedule
assessment.

Often the data collection process and initial assessment lead to
a further definition of the system for the purposes of comparison.
After this has been accomplished, the last step in the process is the
analysis and normalization of the historic data. Comparisons to
older systems may not be exact or the data may need to be adjusted to
be used as a basis for estimating the future. For example, in
analogy based cost estimating, cost data must be adjusted for
inflation, overhead rates, or G & A for accurate comparison.
Technical assistance is frequently needed to adjust the data for
differences in past versus current programs. The desired output is
some insight into the cost, schedule, and technical risks of a
program based on observations of similar past programs.
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Figure 5.3-1 Analogy Comparison
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5.3.6 Use of results. As stated earlier, the output from
analogy comparison or the review of lessons learned typically feed
other risk techniques. The results may provide a checklist of
factors to monitor for the development of problems or a range of cost
factors for use in estimating (for example, software lines of code).
The results of analogy comparison and lessons learned are risk
information. Whether the information is used in a detailed estimate,
technology tradeoff study, or at a system level for a quick test of
reasonableness, the results are intended to provide the analyst with
information on which to conduct analyses and ultimately base
decisions.

5.3.7 Resource requirements. The use of analogous data and
lessons learned studies to gather risk data is a relatively easy
task. The selection of proper comparisons and the analysis of the
data gathered may require some technical assistance and judgment, but
probably not beyond the capabilities of the PMO. The time and effort
to accomplish an analogy comparison, however, can vary widely. The
resources needed are dependent on the depth of the data gathering,
the number of different programs, and the availability of historic
data. Much effort can be expended gathering a little information.
That is why an initial assessment of data availability is important
in the selection of analogous programs for comparison.

5.3.8 Reliability. There are two limitations to the use of
analogy comparisons and lessons learned. The first, the availability
of data, has already been discussed. The absence of program
characteristics or detailed data about the new or old system limits
the usefulness of the data collected. The second limitation deals
with the accuracy of the analogy drawn. An older system may be
somewhat similar, but rapid changes in technology, manufacturing,
etc., may make comparisons to past programs inappropriate.

5.4 PLAN EVALUATION

5.4.1 General. This technique is directed at highlighting
and isolating risks caused by disparities in planning. It evaluates
program plans for contradictions and voids. The term "plan" as used
in this case means the traditional formal plans to govern the
acquisition of a major system. These include:

o Program Management Plan (PMP)

o Systems Engineering Management Plan (SEMP)
o Acquisition Plan (AP)

o Test and Evaluation Master Plan (TEMP)

o Manufacturing Plan (MP)
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o Integrated Logistics Support Plan (ILSP).

other documents, not normally thought of as plans, but key to the
success of a program are:

o Work Breakdown Structure (WBS) Index and Dictionary
o Specifications and the Specification Tree
o} Statements of Work (SOW) .

While the first group of plans documents the steps in the
execution of the program, the latter represent the absolutely
critical communication with the contractor (s) about what is to be
done. Flaws, inconsistencies, contradictions, and voids in these
documents guarantee program problems and introduce significant risk.
Figure 5.4-1 illustrates the linkage between the three key documents.

Figure 5.4-1 Plan Evaluation Technique

is all of the Are specifications prepared
work contractually for all appropriate
covered? WBS elements?

SOW(s) -— — SPEC TREE
: Are specifications

properly included

in all SOW(s)?
5.4.2 Description of technique. This technique simply
suggests a thorough recurring review of all plans:
o Internally for correctness, completeness, and currency
o cross check for consistency.
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Using the Work Breakdown Structure for risk identification - The
proper development of a WBS represents in itself a major step in risk
avoidance. It constitutes much of the program definition. 1Its
quality, indeed its very existence, provides the framework for
planning that sets the standard for the future of the program.

The end result of the WBS development process is the Project WBS. A
careful questioning of the Project WBS is appropriate.

(o} Are all elements of the WBS necessary and sufficient?

o) Is there a WBS dictionary and does it adequately explain
the content of each element?

o Does the WBS represent what is to be done rather than who
is to do it?

o Are all elements of the Project WBS present?

- Summary WBS

- Project Summary WBS

- Contract WBS

- Contractor Extension of the Contract WBS

o Is the procurement strategy reflected in the Project WBS?
o Is there any "work" to be done that is not in the WBS?

The WBS offers a framework for organizing and displaying risk
factors. The technique of downward allocation and upward
summarization through the WBS can be used to highlight discrepancies
in most of the program's performance parameters, such as weight,
electrical power, cooling requirements, system reliability, and cost.
The WBS provides a sensible structure for treating technical risk. A
systematic review of each WBS element for risk identification and
preliminary rating as discussed in Section 4.3 will yield much
information to the risk analyst. The relationship between the Work
Breakdown Structure and the Specification Tree is so important that
mapping the relationship is a valuable exercise for the risk analyst.
The mapping will highlight inconsistencies between the "work to be
done" and the "performance to be achieved."

Figure 5.4-2 illustrates the fact that the project WBS
eventually becomes the aggregate of contract WBSs and the
contractor's extension thereof, which includes subcontractor WBSs.
The risk analyst should review the WBS with the question "Who is
doing what?" as a test of reasonableness of the procurement/
contracting strategy. Finally, the WBS represents the framework for
cost and schedule performance. A survey of both the cost and the
schedule reporting against the WBS identifies possible blind spots in
cost and schedule information. As part of this survey, the analyst
can gain valuable insights by comparing the numbering schemes for the
WBS, the scheduling system(s), and the cost reporting system(s).
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Fase of translation between and within each of these numbering
systems is an indicator of how well traceability among the WBS,
schedules, and cost data can be maintained. Incompatibility
introduces management risk into the program.

Using Specifications and the Specification Tree for Risk
Identification - Some of the discussion above deals with the very
important relationship between the WBS and the Spec Tree, and the
need for compatibility. When that compatibility exists, it is
possible to relate the performance to be achieved to the work to be
done. Since the specifications represent the source of all technical
performance requirements, they are the single most important source
of information for the risk analyst attempting to identify, organize,
and display items of technical risk. Each performance parameter of a
given WBS element represents a possible focus for an expert interview
on technical risk. As with the WBS, a survey of the specifications
and the specification tree is appropriate for risk identification.

o Does the Spec Tree overlay the WBS so that performance
requirements are specified for "whole" WBS elements?

o Are all performance parameters identified even though they
may not be specified (i.e., given a discrete value)?

o Is it possible to sensibly discuss the risk of achieving
the specified value for the performance parameter?

o Is there a technical performance measurement scheme for
each performance parameter?

Using Statement (s) of Work for Risk Identification - The
Statement of Work is the single most important communication between
the program manager (who wants results) and the contractor (who has
to produce the results). If the WBS and the specifications are
complete and well done, SOWs are fairly straightforward. The risk
analyst is primarily searching for gaps in coverage, (i.e., work and
performance requirements that have not been assigned to someone (the
contractor)).

o Do the SOWs cover whole pieces of the WBS that can be
evaluated against whole specifications?

o Do the SOWs represent work that can be contracted in a
straightforward manner, or will the contracts be
politically, legally, or contractually difficult to execute
and manage?

o Is all of the work contractually covered?
o) Are the SOW requirements properly related to the
specifications?
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Developing a Technical Risk Dictionary - The concept of
dictionaries is understood and fairly well institutionalized in FAA
acquisition program offices. The WBS dictionary is well known and
well established. More recently, program offices are using the idea
of a schedule dictionary to provide the definition of the activities
in the program schedule and the assumption that leads to their
durations.

This Section 5.4.2 has thus far dealt with a body of information
that represents the documented description of the sum and substance
of an acquisition program. A technical risk dictionary as
conceptualized in Figure 5.4-3 offers a way for the risk analyst to
gather this information in a single place in order to facilitate the
risk identification/definition process. The creation of a technical
risk dictionary would have been a formidable editorial task until
recently. Current word processing and database management software
should make the bulk of the task one of electronic cut and paste.
Indeed, if document and paragraph numbering are done with a view to
interchangeability of data, the technical risk dictionary could be
quickly created with a single utility program. This of course
applies to the technical content, performance, and task sections of
the dictionary which serve as background material for the risk
section. The risk section represents original thought contained only
in this document.

Defense Systems Management College is engaged in an effort to
develop automated tools for the program manager. Two of these, the
Automated Program Planning Documentation Model (APPDM) and the
Procurement Document Generator (PDG), are intended to aid in the
creation and maintenance of the large volumes of textual material
required by a typical program office. One of the elements of APPDM
is a model Risk Management Plan (discussed in Section 4.2.3). An
extension of this capability to produce a technical risk dictionary
is easily within reach.

Using Other Plans for Risk Identification - 1In Section 4.3.1,
the use of a Top Level Risk Matrix to highlight and isolate risks was
discussed. It relies heavily on goal definition and strategy
development. The presumption is that the strategies expressed in the
program plans are directed at meeting the program goals. Comparing
the two is a way to identify risks. The same thought process can be
applied to produce lower level risk matrices for each of the
respective plans (e.g., the TEMP in Full Scale Development (FSD)).
Some particularly astute program managers are formally including
discussions of risk within the program plans (as they should be),
either as a section in each chapter or as a separate chapter.
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Figure 5.4-3 Technical Risk Dictionary
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Summary . In the ideal world, where a program management office
is staffed with seasoned professionals of long tenure, the Plan
Evaluation technique would produce very little results for a large
effort. All of the planning documents would have been created in the
proper sequence, each with reference to all that preceded it.
Eminently logical contracts would have been let with masterful work
statements and perfect specifications. 1In reality, tenure in a
program office is very short and planning documents are prepared
simultaneously or out of order, by a cast of people having a wide
range of experience, both totally and within the particular program.
Corporate memory is very short and in the early stages when most of
the planning is accomplished, most program management offices are
grossly undermanned. The Plan Evaluation technigue, therefore, is
very useful in program management.

5.4.3 When applicable. This technique is specifically
directed at risk identification. It is best used for technical,
programmatic, and supportability risk identification. Its utility
for cost and schedule risk is considerably less. This technique,
however, could indicate any missing information concerning
deliverables which would impact cost and schedule risks. It is most
applicable to the full scale development and production phases of a
program. As a risk identification technique, it requires the
existence of the plans to be evaluated. As a risk avoidance tool, it
can be used during the program planning process.

5.4.4 Inputs and outputs. The technique operates on the
collective body of documentation broadly referred to as 'program

plans." This includes primarily those documents listed in Section
5.4.1. The output of the technique will typically be:

o A top level risk matrix
o Lower level risk matrices
o A technical risk dictionary
o Updated versions of the program plans.
5.4.5 Major steps in applying the technique
o Evaluate WBS for completeness and correctness.
o Evaluate Spec Tree for completeness, correctness, and

compatibility with WBS.

o Evaluate SOWs for completeness, correctness,
compatibility with WBS, and inclusion of spec
references.

o Develop lower level risk matrix for all other plans.
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5.4.6 Use of results. The results of this technique are
best used to improve the guality and reduce the risks contained in
the program plans. The technique also produces descriptive
documentation of the technical, performance, programmatic, and
supportability risks associated with the program. The technical risk
dictionary describes the technical risks and isolates their location.
The program manager should use this technique to produce a single,

more or less “"official," list of program risks that will receive
active management attention (i.e., a watchlist).
5.4.7 Resource requirements. This technique requires a

great deal of thought. It requires experienced, knowledgeable
personnel who are intimately familiar with the content of the total
program. The deputy program manager leading a small team of senior
individuals probably represents the best means of executing this
technique.

5.4.8 Reliability. The reliability of this technique is
driven by the completeness and farsightedness of the program plans.
The relationship is an inverse one - the better the plans, the fewer
the planning risks uncovered. The major caution for the user of this
technique is not to try to force detailed program definition too
early. Some inconsistencies exist because of poor planning, others
due to a legitimate lack of information.

5.5 TRANSITION TEMPLATES

5.5.1 General. This technique is based on the work
performed by the Task Force on "Transition from Development to
Production," which resulted in the publication of DoD 4245.7-M,
"Transition from Development to Production ... Solving the Risk
Equation," in September 1985. This manual is recommended reading for
all program managers. It includes extensive work on the
identification of program pitfalls based on solid experience. The
focus of the book is on disciplined engineering and its impact on the
entire management process through all phases of a program. There 1is
also a companion manual, NAVSO P-6671, "Best Practices, How to Avoid
Surprises in the World's Most Complicated Technical Process,"
November 1985. This second document identifies specific questionable
practices in use and their potentially adverse consequences. The
book then describes the "best practices" which avoid or alleviate
their consequences.

5.5.2 Description of technique. The technique consists of
examining a series of "templates" that cover specific areas that may
present technical risk to a program. Each template examines an area
of risk and then describes methods for avoiding or reducing that
risk. Much of the description of the risk and the solution is based
on lessons learned from other programs. The areas covered by the
templates are illustrated in Figure 5.5-1.
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Figure 5.5-1 Critical Path Templates
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5.5.3 When applicable. This technique should be used for
most programs - either independently or in conjunction with another
technigque. The information contained within the templates is
extremely valuable to all program managers because it is based on
actual experiences. The information can be useful for any size
program at any phase of development. Since the technique views the
acquisition process as a complete process (that is design, test, and
production are integral parts of a whole system), the solutions
presented reflect the interdependency of each part of the development
cycle. In other words, a conscious effort is made to present a
solution that lowers the total risk for the entire program - not just
the short term problem.

5.5.4 Inputs and outputs. Since the technique is not a
model, it requires no formal inputs. What it does require is
discipline. Some amount of time must be spent in reading the manual

and using it to examine risk within a given program. A practical
output of the technique is the watchlist which was described in
Section 4.4.2.

5.5.5 Major steps in applying the technique. Since the
templates cover areas common to nearly every program, it 1s suggested
that each template be utilized. After reading the material,
individuals and/or groups should evaluate themselves in relationship
to the solutions/risk mitigating actions suggested in the template.
For those areas that are potential "show stoppers," a separate
watchlist should be developed and maintained. A semi-annual review
of all templates is recommended with updates as the program
progresses.

5.5.6 Use of results. The results from the transition
templates can be used in several ways: (1) They can be used in
presentations to higher levels of authority; (2) They can be used to
influence the contractor's current level of activity in an area; and
(3) They can be used for continued monitoring of progress in each
element.

5.5.7 Resource requirements. Generally, the templates
require that the program manager be involved in the risk
identification process. Inputs should be provided by all functional
managers. The use of the templates is not intended to require
substantial special skills or extra resources.

5.5.8 Reliability. Two cautions are applicable when using
this technique:

o] Do not assume that the templates contain all possible
technical risks within a given area. While the common
problems are identified, this is not an exhaustive
list.

o The templates do not contain information regarding
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several of the programmatic risk areas that should
also be examined for risk.

5.6 DECISION ANALYSIS

5.6.1 General. Decision analysis can be used to determine
optional strategies when a decision maker is faced with several
decision alternatives and an uncertain or risk-filled pattern of
future events. Before selecting a specific decision analysis
technique, the type of decision-making situation that will be
encountered must be considered. The classification method for
decision-making situations is pased upon the knowledge the decision
maker has about those future events which are beyond the decision
maker's control (known as states of nature). With this in mind,
there are two types of decision-making situations.

(1) Decision-making under certainty - The process of choosing a
decision alternative when the states of nature are known.

(2) Decision-making under uncertainty - The process of choosing
a decision alternative where the states of nature are unknown.

The decision analysis techniques appropriate for risk assessment are
those which take into consideration that the decisions are made under
uncertainty.

In many situations where good probability estimates can be
developed for the states of nature, the Expected Monetary Value (EMV)
method is a popular technique for making decisions. In some
cituations of decision-making under uncertainty, the decision-maker
may have very little confidence in his or her ability to assess the
probabilities of the various states of nature. In such cases, the
decision-maker might prefer to choose a decision criterion that does
not require any knowledge of the probabilities of the states of
nature.

5.6.2 Description of technique. In general, there are three
steps in formulating a decision theory problem using the EMV method.

(1) The initial step in the decision theory approach is
the definition of the problem.

(2) For a given problem situation, identify the
alternatives that may be considered by the decision-maker. The
alternatives which are feasible to the decision-maker may be denoted
by di.

(3) Identify those relevant future events which might
occur and are beyond the control of the decision-
maker. These are referred to as states of nature and
may be denoted by sj.
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In decision theory terminology, a particular outcome resulting from a
certain decision and the occurrence of a particular state of
nature is referred to as the payoff. Vv(di,sj) denotes the payoff

associated with decision alternative di and state of nature sj.

5.6.3 When applicable. The EMV model is applicable during
any phase of a program, although it would typically be generated at
the onset of the program to identify the probabilistic courses of
action the program may take. Since decision analysis models can be
portrayed as decision trees, they can be applied to network analysis.
Probabilistic branching in a network is an example of using decision
analysis in a network analysis framework.

5.6.4 Inputs and outputs. The inputs to the EMV model
consist of the decision alternatives to be considered, the states of
nature associated with the decision alternatives, and the probability
of occurrence for each state of nature. The outputs of the EMV
method are the expected monetary values for each of the decision
alternatives under consideration.

5.6.5 Major steps in applying the technique. The Expected
Monetary Value criterion requires that the analyst compute the
expected value for each alternative and then select the alternative
yielding the best expected value. The expected monetary value of a
decision alternative is the sum of the product of the payoffs with
their respective probabilities. The percentage value for a payoff is
the probability of the associated state of nature and, therefore, the
probability the payoff occurs.

5.6.6 Use of results. Given the expected monetary values of
the decision alternatives, the analyst's selection of the appropriate
alternative is predicated on whether the objective is to maximize
profit or to minimize cost. When the difference between one or more
decision alternatives is small, other programmatic factors may be
taken into consideration when making the decision.

5.6.7 Resource requirements. With respect to resource
requirements, the EMV technique is simplistic and can usually be
easily calculated once the inputs to the model have been obtained.

As the decision problem being modeled becomes more complex, with an
increasing number of decision alternatives and states of nature, the
time required to create a decision table or a decision tree will also
increase.

5.6.8 Reliability of results. One of the most attractive
features of the EMV method of decision analysis is that once the
respective inputs to the model have been obtained, there 1is no
ambiguity insofar as the analysis is concerned. The reliability of
the results are predicated on the validity of the inputs to the
model; that is, with what degree of accuracy the analyst/experts can
define all the relevant decision alternatives, states of nature, and
respective probabilities. Another significant benefit of the EMV
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method is that it diagrammatically portrays the decision alternatives
and the associated analysis, making it easier to conceptually
understand the problem, the alternatives, and the analysis.

5.7 ESTIMATING RELATIONSHIP

5.7.1 General. The Estimating Relationship method enables
program office personnel to evaluate a program and, based thereon,
use an equation to determine an appropriate management reserve or
risk funds budget. When using this method, the management reserve
funds represent the amount of funding, over and above that determined
by cost analysis alone, required for work associated with
unanticipated risks. This method was originally developed and is
still used for contract, not program costs. The management reserve
funds requirement computed is usually expressed as a percentage of
the baseline cost estimate. The technique is called an estimating
relationship method because it uses some of the same techniques
associated with cost estimating relationships (CERs), used in
parametric cost estimating.

5.7.2 Description of technique. The cost estimating
relationship method is based on the observation that costs of systems
seem to correlate with design or performance variables. The
independent variables, often called explanatory variables, are
analyzed using regression analysis to describe the underlying
mechanism relating such variables to cost. This approach to cost
estimating, also called parametric cost estimating, is widely
accepted and, even for complex functions, is easy to apply.

This ease of application makes it natural to attempt to use the same
techniques to estimate the costs resulting from risks. The approach
attempts to discover acquisition program or contract characteristics,
as explanatory variables, which can then be correlated with the
historically demonstrated need for management reserve oOr risk funds.
Regression analysis using "actual" management reserve funds from past
programs, expressed as a percent of total costs, is performed to
develop an equation with which to estimate management reserve funding
requirements for a new program, not in a database.

The application of this technique is described in Section 5.7.5.
In the example describing the application of this technique, four
program and prime contractor characteristics, which are known to
affect the level of uncertainty, are evaluated by PMO personnel.
Each characteristic is assigned a value based on a different scale
provided for each characteristic. The four characteristics used are
Engineering Complexity (zero to five), Contractor Proficiency/
Experience (zero to three), Degree of System Definition (zero to
three), and Multiple Users (zero or one). The sum of these numerics
is entered as the value X, in an estimating equation such as Equation
5.7-1.

Equation 5.7-1

y = (0.192 - 0.037X + .009%X%) x 100
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This formula determines the percentage management reserve
requirement, y. The particular model shown in this example is usable
only for X values between 2 and 10. Lower values indicate
essentially no need for management reserve funds.

5.7.3 When applicable. This method of estimating the
additional funding needed to cover anticipated risks can only be used
if the research has already been done to establish a valid historical
relationship between the key program or contract characteristics of
similar programs, and management reserve funding requirements. The
method is most applicable in the circumstances where good historical
program description and management reserve funding requirements are
available for several similar programs. If the required risk funding
estimating relationship is available, this method has the advantage
that it is both quick and easy to apply.

5.7.4 Inputs and outputs. The inputs to an estimating
relationship model, such as Equation 5.7-1, are judgment values
characterizing the four program or contract factors described in
Section 5.7.2. The estimating relationship method provides a
percentage figure to be applied to estimated baseline cost to be used
to determine the amount of total or contract management reserve funds
required. This percentage value is computed using an equation like
Equation 5.7-1, with the X value being the sum of the factor values
determined by PMO personnel.

5.7.5 Major steps in applying the technique. Assuming an
appropriate management reserve estimating equation is not available,
the first major step in using this method and, by far the most
difficult, is developing an equation relating program characteristics
to management reserve funding requirements. The most difficult part
of this step is finding valid historical characteristic and
management reserve funding data for enough similar programs to carry
out regression analysis. Data from at least ten past programs should
be used to develop an estimating relationship equation. The second
part of Step 1 is to determine the program or contract
characteristics which drive management reserve funding requirements,
and for which historical data has been collected. After the
historical data has been collected, it is relatively simple to use
regression analysis to identify these characteristics. The summing
of judgement level values for each of four program characteristics,
as done for the equation described in Section 5.7.2, is only one way
to develop one or more independent variables for an estimating
relationship for management reserve funding requirements. Geometric
mean or weighted average techniques could also be used. Multiple
regression analysis techniques frequently are used for parametric
cost estimating.

The second and final major step in using this method is to use
the prediction equation derived through regression analysis and the
new program or contract characteristic information, to compute a
percent value for the additional management reserve funds needed to
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cover anticipated additional costs associated with risk. It may be
useful to vary the program description characteristic data somewhat
and recompute the estimating equation to assess the impact of such
changes in the computed management reserve requirements. This
sensitivity analysis is usually prudent because of the uncertainty
associated with the predicted program or contract characteristics.

5.7.6 Use of results. Using this method, the percent value
of the estimated contract or program cost is computed and added to
the basic cost estimate to cover funds needed for risk. As an
example, if the contract cost estimate was $100M and the prediction
equation provided a result of 30 percent, $30 million dollars would

pe added for risk, making the total estimated contract cost $130M.

5.7.7 Resource requirements. Once a suitable management
reserve funding requirement prediction equation is available, only a
few hours are required to apply this method. Most of the effort
required involves interviewing PMO personnel to obtain their
judgments on the contract or program characteristic values to be
used. If a prediction equation has to be developed, one to three
months of a skilled analyst's time would be required, depending on
the difficulty incurred in acquiring the needed data. It is possible
that the required data may not be available, and that no amount of
effort would result in the development of a satisfactory prediction
equation.

5.7.8 Reliability. This method provides results that
significantly increase cost estimates (based primarily on the
extrapolation of historical data which may include costs for risks
that have already been experienced) to allow for risk. Because the
additional funds are based primarily on judgment values, they are
subject to question. If this technique is to be used, it would always
be prudent for a PMO to have the method, including the prediction
equation to be used, reviewed and accepted by higher headquarters,
before using it as the basis for a sizable request for additional
funds to cover risks. The method can only be used where adequate
historical data is available to develop a sound management reserve
fund requirement prediction equation.

5.8 NETWORK ANALYSIS

5.8.1 General. Many FAA program managers are familiar with
the concept of network based scheduling as a program management tool.
Program managers are fully aware that a quality schedule is critical
for the effective planning, implementing, and controlling of any
program. A quality schedule is essentially a plan of action that is
objective oriented. It includes activities/events which must be
accomplished to achieve the desired objective. Network based
scheduling or networking formalizes the scheduling process and
results in a graphical output, which displays not only the activities
which must be accomplished to complete the program, but also the
relationships among the activities (that 1is, which activities
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precede, succeed, or are parallel to other activities). The utility
of networking in general includes:

o Focusing the attention of all management levels during the
planning phase

o Estimating program completion date
o Displaying the scope of the program
o Assessing resource requirements

o Facilitating "what if" exercises

o Highlighting critical activities

o Evaluating performance.

The keys for successful network development are:

o Determine the appropriate level of detail (aggregate,
intermediate, detailed).

o Identify relevant activities.

o Define relationships among activities (dependency,
concurrency) .

o Forecast time durations.

o Involve all relevant individuals in all of the above.

In many situations, program managers assume the responsibility
for planning, scheduling, and controlling projects that consist of
numerous separate jobs or tasks performed by a variety of
departments, program offices, and individuals. Often, these programs
are so complex and/or large that the program manager cannot possibly
remember all the information pertaining to the plan, schedule, and
progress of the program. In these situations the techniques of PERT
and CPM have proven to be extremely valuable in assisting program
managers in carrying out their program management responsibilities.
Besides being one of the original scheduling techniques, PERT, which
was developed during the Polaris submarine program in the late
1950's, was also the first risk analysis tool. The objectives of
PERT are to manage schedule risk by establishing the shortest
development schedule, to monitor project progress, and
to fund or apply necessary resources for maintaining the schedule.
Figure 5.8-1 represents a PERT network.

one of the most significant outputs of a network is the
identification of the critical path. The critical path consists of
those program activities which must be completed on schedule or the
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Figure 5.8-1 Prc-~ram Represented as a Network
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overall program completion date will slip. Activities on the
critical path are the "long poles in the tent.™ In addition,
activities can be assigned unique jdentifier codes. One of the many
options this permits is the capability to select those activities
related to a specific WBS element which are on the critical path.
Activities which are not on the critical path have slack time
associated with them. This means that there is some amount of time
that the activity's scheduled completion date can slip without
impacting the overall program completion date.

5.8.2 Description of technique. The original networking
technique was based on the Arrow Diagram Method (ADM) or "activity on
arrow" method of representing the logical relationships between
activities. ADM represents all predecessor and successor activities
as finish to start relationships. Successor activities are not
initiated until the predecessor is 100% complete. Since this form of
relationship is not always true for predecessor /successor activities,
other networking methodologies were developed to more accurately
reflect the realities of predecessor/successor dependencies. Newer
computer-based networking systems use the Precedence Diagramming
Method (PDM), or "activity on node," to represent network logic. PDM
allows greater flexibility than ADM in describing predecessor/
successor relationships. With PDN, the following relationships can
be described in addition to finish to start:

o Finish to Finish - successor activity cannot
finish until some user specified period of time
after the predecessor has completed.

o Start to Start - the successor activity cannot
start until some user specified period of time
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after the start of the predecessor.

o’ Start to Finish - the predecessor activity cannot
be completed until some specified period of time
after the predecessor has started.

Newer network based risk models use PDM as well as conventional
ADM. The description that follows is based on the traditional ADM
networks because, to date, they are more popular as risk tools. PDM,
however, is more popular as a scheduling tool.

To accurately reflect the realities of risk related issues, the
PERT method of network analysis has been enhanced over the years.
Logic has been added which increases the functionality of network
analysis as a risk analysis tool. Because of the changes, some of
the old terminology has been replaced. The lines are known as arcs
instead of activities. Decision points at the initiation or
completion of activities and milestones are referred to as "nodes."
Nodes can be of three types:

(1) Source nodes - indicate the initiation of the program.

(2) Intermediate nodes - indicate milestones or the
initiation and termination of arcs.

(3) Terminal nodes - represent the completion of the
program or the failure to complete some segment of the program.

In a probabilistic network, there are two ways in which
uncertainty manifests itself. First, activities may have uncertain
outcomes in terms of time to complete, cost to complete, or
achievement of some technical level of performance. Generally,
technical performance is held as a fixed parameter while the other
two vary. Second, the initiation of activities emanating from a node
may be predictable only in a probabilistic way. For example, a test
outcome (pass/fail) may determine whether the next activity is a
progressive continuation of a plan or a corrective action. Since the
test outcome cannot be predicted with certainty, it assumes a
probabilistic nature. The network model represents this by showing
at least two arcs emanating from the node representing test activity
completion. The analyst can assign probability functions to the arcs
to represent the relevant probabilities of completing within time or
cost constraints, or of meeting performance levels.

An important aspect of network models that is needed to permit
realistic simulation of programs is varied "node logic." Node logic
refers to the rules which determine when, for example, a decision
point is passed and when a subsequent activity initiates. The more
advanced computer programs will allow use of both "AND" and "OR"
logic, and "DETERMINISTIC" and "PROBABILISTIC" output node logic.

The two types of input logic determine whether all ("AND" logic),
only one (exclusive "OR" logic), or some ("OR" logic) of the possible
arcs entering a node must be completed for the node to be actuated.
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The two output logics determine whether all ("DETERMINISTIC" logic),
or only one ("PROBABILISTIC" logic), arc are initiated upon
completion of node actuation.

As previously mentioned, of fundamental importance for network
development is the selection of the appropriate level of network
detail. The consensus is that completion of a high aggregate level
of detail should be accomplished before attempting to model the
details of the program structure. Aggregate level networks will
provide a more realistic determination of what the detail level
networks will contain. Aggregate level networks, however, will also
contain more inherent uncertainty than would be the case at a finer
level of detail. As the program reguirements and information become
more readily available, the network models will evolve to a greater

level of detail.

5.8.3 When applicable. Network analysis has universal
application in program offices. Networks are formulated based on
program activities, inter-relationships among activities, and
constraints (time, money, manpower, technology). Because all
programs have these characteristics, network analysis is universally

applicable. The application of network analysis is made easier if
network based program schedules already exist. If this is the case,
the analyst can make the logic modifications required so that the
network information can be readily input into a risk analysis
software program. If a network does not already exist, one must be

0

created. The time savings which can be incurred transforming an
existing network, versus creating one, provides a strong argument in
favor of network based program scheduling from the onset of a

program.

5.8.4 Inputs and outputs. The input for the development of
the network risk model consists of probability density functions (see
Section 5.2 and Appendix F for discussion on some of the techniques
available for quantifying expert judgment). Since input to the
network model may initially be qualitative judgment which must be
transformed into quantitative information, it is imperative that all
individuals who play a relevant programmatic role provide input
during the development process. The credibility of the resulting
network is affected by the extent to which knowledgeable, relevant
program personnel contribute to its development. Standard output
from network risk models includes probability curves, barcharts
comparing baseline and "risk free" schedules, cost histograms,

cumulative Density Functions (CDFs); and the mean, standard deviation
of the sample, coefficient of variation, and mode for all specified
decision points and activities. These result from executing a Monte
carlo simulation of the network. This is simply modeling the
execution of the program many times. Most packages also produce a
"criticality index" for each activity. This index shows how often
each activity appeared on the critical path during the course of the
simulation process. Cost curves and histograms can also be produced
which may indicate the direction the project is taking. This
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information can be used to continually adjust labor, material, and
time estimates.

5.8.5 Steps is applying the technique. The first step in
the process of modeling a program is for the analyst/manager to
manually develop a rough-cut network. In order to develop a
realistic model of the program, it is crucial that the analyst
identify all the relevant parameters such as nodes, arcs, logic
relationships, and PDFs. As previously stated, all relevant program
personnel should play a role in developing and validating the
network.

once the rough-cut network has been developed, the analyst can
input the information into the computer for processing. There are
many software packages currently available for network risk analysis.
The whole spectrum from mainframe to microcomputer applications is
covered by available software. Some of the packages currently
available include PROSIM, VERT, VERTPC, RISNET, PROJECT/2, and OPERA.

Once the iterative process of developing the rough-cut network
has been completed, the data is ready for input and processing by the

computer. Using the process known as Monte Carlo simulation, the
software determines the most likely course of events. Since one
simulation conveys little useful information, the Monte Carlo
simulation repeats the process, recalculating the critical path as
many times as necessary (or as defined by the user) to account for
all possible scenarios. Typically, 1,000 to 6,000 simulations are
processed. The result of these simulations is a statistically
calculated scenario that predicts the eventual course of the project
with a confidence level as specified by the user.

5.8.6 Use of results. The output of the network risk
analysis process is extremely useful to the program manager. The
performance of network risk analysis generally provides an in-depth
understanding of the sources and degree of risks. The results of the
risk analysis process provide the information required to effectively
execute the "risk handling" phase of risk management.

5.8.7 Resource requirements. Since most network risk
assessments accomplished in the FAA are carried out by functional
support offices, risk assessment dollar costs should be estimated
from manpower requirements. A comprehensive networks analysis for a
major program may require definition of between 200 and 1000
activities and require two to six man-months of GS-12 to GS-14
analyst effort for gathering information from subject experts for use
in formulating PDFs and for building the network. Obtaining the
information required to construct the network usually entails more
time and rechecking than might initially seem necessary. This is
because the program plan is usually under continual revision and
definition, and the support personnel do not fully understand the
relationships among the program activities. Although the difficulty
and time required for network definition can pose a problem, the
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effort of constructing a consistent and acceptable network model
forces the responsible participants to plan effectively and to
understand how their own segment of the program fits into the whole.
Program managers have indicated that this benefit alone can justify
all the effort for accomplishment of a formal network risk
assessment/analysis.

5.8.8 Reliability. The reliability of network risk analysis
is a function of multiple factors. The development of a network
which accurately reflects the activities and relationships among
activities is crucial to the resulting network analysis. This is why
it is imperative that all relevant program personnel provide input to
the development and/or modification of the network. The definition
of PDFs for the cost, schedule, and performance aspects of the
program is also of fundamental importance. Since the Monte Carlo
simulations which predict the course of the project are based on the
respective PDFs, the accuracy of the PDFs in describing the cost,
schedule, and performance parameters of the program is critical for a
reliable analysis. The more reliable the network developed, the more
reliable the analysis will Dbe.

5.9 LIFE CYCLE COST ANALYSIS

5.9.1 General. A survey of program management offices
indicated that directed funding cuts most often were viewed as the
source of risk having the major impact on program execution. In
order to control the adverse consequences of such a risk, a program
manager needs to be able to quickly determine the potential cost
implications of new information, such as funding constraints,
pertinent to the program. Other information affecting program costs
include new knowledge about a wide range of things, such as test
failures resulting in schedule slips or directed production rate
reductions. The program manager also needs to have quick access to
the potential cost implication of some of the choices that must be
made as the program progresses. Many programs meet such needs with a
computerized Life Cycle Cost (LCC) model. These models are sometimes
called quick reaction cost models or quick reaction models. Such
models can be useful for cost estimating, tradeoff analysis,
production rate and quantity analysis, warranty analysis, sensitivity
analysis, and logistic support studies. Simpler models, such as the
Quick Cost model developed by DSMC, are focused specifically on the
cost implication of changes in yearly production quantities.

5.9.2 Description of technique. The Life Cycle Cost
technique consists of a series of equations which compute program
costs based on product and program information. The exact nature of
such information will be addressed in Section 5.9.4. It will vary
from model to model, and may vary significantly from program to
program, depending on the nature of the program and its status. An
important aspect of LCC models is that given some informed inputs,
the model can be run quickly and not only provide a new total LCC
cost estimate, but also can give some insight into where the costs
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are likely to change. The model equations are usually developed
based on logic and experience on similar past programs. The cost
elements of LCC models vary significantly. Where applicable, they
usually include development, production, and the full spectrum of
extended operating and support costs.

5.9.3 When applicable. Use of a LCC model is applicable
whenever a manager needs a gquick estimate of the cost implications of
a past or pending event. The timely development of useful cost
estimates is totally dependent upon having a completed and tested LCC
model available for immediate use. Such a model is very applicable
to situations where budget cuts are proposed by higher authority and
the PMO has only a short time to describe the impact of such cuts.
Program managers can get into trouble trying to buy half the gquantity
for half the cost, or the same quantity over a longer period, for the
same cost.

5.9.4. Inputs and outputs

Inputs - Most LCC cost models have extensive inputs that vary
from model to model. Timely use of these models dictates that input

values be continually maintained so only those that would change
because of recent or pending actions need to be obtained to carry out
the desired cost analysis. This is especially important when using
detailed LCC models which aggregate costs based on the
characteristics of many individual subsystems and line replacement

units. Important input values common to many life cycle cost models
include:
o Production quantity by year
o Development test quantities
o] Cost quantity curve slopes
o Support equipment requirements
o Number of bases to which equipment will be deployed
o Spares requirements
o Tooling costs and other non-recurring production costs
o Deployment life of system
o Planned utilization rate (i.e., operating hours per
year)
o Failure rates, sometimes by subsystem or even
component.

FAA Acquisition Risk Management Guide 5 - 37 Revision of 06/14/94



outputs - As with model inputs, the nature and format of the
outputs vary widely among LCC cost models. One output option should
include an overall summary of total life cycle costs broken out only
by appropriation type, (i.e., development, production and operation) .
other useful output options include breakouts of the total life cycle
cost by:

Year

Cost element

Equipment component
Combinations of the above.

0000

Output values may be in fixed and specified base year dollar values,
or if inflation rates were provided in the input, as dollar values
inflated to the year in which they must be appropriated.

5.9.5 Major steps in applying the technique. The first
major step in using a LCC model is to develop a model tailored to the
nature of the program and anticipated cost information needs. this
is a key step because, without it, generation of timely LCC estimates
will not be possible. Developing such a model and gathering the

required input values will usually require a significant resource

commitment. This effort can often be significantly reduced by
tailoring an existing LCC model already in use for a similar system.

The second major step is using the LCC model to address a
specific issue. This could require a data collection effort, but it
should be significantly less than the initial effort to develop a
model tailored to a specific PMO. If a model is already available
and programmed on a computer, gathering the input data required to
run the model is almost always the largest part of the effort
required to prepare an LCC estimate.

The last major step is to review the model output and ensure
that the results are reasonable and address the questions at 1issue.
Any single LCC analysis might involve computation of several to many
estimates. The LCC model is only a very crude abstraction of the
real world. Decision makers, therefore, often demand and will always
appreciate logical arguments that tend to substantiate the numerical
results provided by the model. It is often prudent to use the model
to do sensitivity analysis using a range of input values around the
primary input values to see how the changes affect the model computed
LCC estimates.

5.9.6 Use of results. LCC analysis results can be used to
assess costs and, thereby, cost risks associated with many decision
issues. LCC models can be used to develop or carry out:

o LCC estimates

o Production rate and quantity analyses

FAA Acquisition Risk Management Guide 5 - 38 Revision of 06/14/94



(o} Design trade-off analyses

o Cost driver sensitivity analyses
o Resource projections (e.g., manpower, support
equipment)
o Repair level analyses
o Warranty analyses
o Spares provisioning and optimization
o Reliability growth analyses
o Operational availability analyses.
5.9.7 Resource requirements. The development, programming,

and testing of a PMO-tailored LCC model could require 6 to 12 man-
months of GS-12 to GS-13 level analyst effort. This time can be
significantly reduced if an existing LCC model can be found and
tailored to the PMO. Several general purpose models are available

and were designed to be tailored to specific PMO needs. The Cost
Analysis Strategy Assessment (CASA) models were developed for and
distributed by the Defense Systems Management College for this
purpose. The CASA models are screen-oriented, user-friendly programs
which can be operated on microcomputers. Use of these programs can
be quickly mastered by GS-12 level analysts, using the users guide
provided by DSMC with copies of the program. The most significant
task associated with using such models is obtaining complete and
valid input data. Input data requirements may include key values
such as the first unit production costs. The CASA is only one of
several LCC models available. Program management office personnel
should make every effort to find the LCC model most applicable to
their program before initiating efforts to modify an existing model
or to develop a new model from scratch.

5.9.8 Reliability. Use of LCC models for analysis is
relatively common in the FAA and is widely accepted as a quantitative
basis for decision-making. It may enhance the credibility of a PMO
analysis in the view of higher levels of authority, if an LCC model
is selected that is closely related to one that has already gained
acceptance. Inquiries should be made to see if such a model is
available. All models have the limitation that the input data values
must reflect the significant and valid differences among
alternatives, if the model is to produce valid and useful cost
differences among alternatives.
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5.10 COST RISK/WBS SIMULATION MODEL

5.10.1 General. This technique aggregates cost risks for
each of several WBS elements of a program into the total program cost
risk. The total program cost risk is usually expressed as a
cumulative probability distribution of total program cost. Such
distribution information can be used to reflect program risk by
computing the probability the program can be completed for a specific
dollar value or less, and what level of funding would be required to
have a given probability of completing the program within the
available funds. A micro or other computer is required to use this
technique, because the analysis regquires many repeated computations
during simulation operations. Similar cost risk analysis can be
performed as part of the analysis of networks by such models as VERT;
however, network models usually require significantly more input data
than pure cost risk/WBS simulation models.

5.10.2 Description of technique. This method uses the Monte
carlo simulation analysis method. variations of the technique use
different probability distributions to describe the cost risk
associated with each WBS cost element. Uniform, Triangular, Beta,
and other probability distributions have been used for this purpose.
Use of the Uniform and Triangular distributions made the computation
easier. Use of the Beta distributions, however, allows the user more
freedom in describing WBS cost element uncertainty. various

techniques of this general type differ on how much data they require

for each WBS cost element, and the format used to present analysis
results and assumptions with respect to the interdependence among WBS
element costs. The technique uses a random number generator to
simulate the uncertainty for individual WBS elements. Once costs
have been simulated for each WBS element, they are aggregated to get
a total program cost estimate. This process is repeated many times.
Each time a new set of WBS element costs are developed is called an
"experiment." The results of many such experiments provide a
frequency distribution of total costs, reflecting the aggregate of
the cost risks associated with all the individual WBS elements.

5.10.3 When applicable. Use of this technique is applicable
when there is a need for knowing the probability the program can be
successfully completed at various levels of funding. It is also
applicable when there is a need to know what level of funds are
needed to achieve a specified probability of completing the program
at that level of funding or less. For this technique to be
applicable, it is also necessary to be able to obtain sound estimates
of the cost uncertainty associated with each WBS element in the
program. When a cost estimate broken out by WBS is already

available, it is a relatively quick analysis procedure to use.

5.10.4 Inputs and outputs. Inputs and outputs vary among
models implementing this type of analysis technique. As an example

of input and output information, a simplified version of the Air
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Force Systems Command (AFSC) Risk Model will be used. The AFSC Risk
Model is probably the most widely used model of this type because its
use has been directed as part of all major AFSC cost estimates. One
unique aspect of the ADSC Risk Model is that it requires four
estimates of cost uncertainty for each WBS element. Since the model
essentially uses only the one of these estimates having the highest
risk, the discussions of inputs will just address a single set of
uncertainty descriptive data for each WBS element.

Inputs - For each model run, five elements of data are required
once and five elements of data are required for each and every WBS
cost element constituting part of the total program cost estimate.
They are:

o} For each model run
- System name
- Monte Carlo sample size (default value is 2500)

- confidence level computation desired (default
value is 90 percent)

- Dollar units used for inputs

- Date of run

o For each WBS cost element
- WBS element name
- Point cost estimate (most likely)

- Low end of cost range value (percentile defined
by model)

- High end of cost range value (percentile defined
by model)

- Level of WBS element cost variance value
(judgment value of low, medium low, medium high,
or high)

Outputs - The basic WBS simulation model output is illustrated
by Table 5.10-1. It shows into which of 60 sequentially increasing
cost ranges each of the 2500 simulated total cost estimates fall. As
an example, eight of the 2500 simulation experiments produced a total
cost estimate between 47.7 and 48.3 million dollars and, thereby,
fell in the tenth interval. Such data can be used to develop total
cost probability and cumulative probability curves. Figure 5.10-1 1is
an example of such a cumulative probability curve based on the
results in Table 5.10-1. The same data can also be used to provide
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Table 5.10-1

Model Output

(EACH INTERVAL EQUALS .63 MILLIONS)

-INTERVAL RANGE FREQUENCY PROBABILITY CUM PROB
1 42.0000 - 426333 0 .000 .000
2 42,6333 - 43.2667 0 .000 .000
3 43.2667 - 43.9000 0 .000 .000
4 43.9000 - 44.5333 0 .000 000
S 44 5333 - 45.1667 0 .000 .000
6 45,1667 - 45.8000 0 .000 .000
7 45.8000 - 46.4333 0 .000 000
8 46.43233 - 47.0667 0 .000 .000
9 47.0667 - 47.7000 1 .000 .000
10 7.7000 - 48.3334 8 .003 .003
11 48.3334 - 48.9667 13 .00S .008
12 48.9667 - 49.6000 9 .004 012
13 49 6000 - 50.2334 11 .004 .016
14 50.2334 - 50.8667 19 .008 .024
15 50.8667 - 51.5000 27 011 035
16 51.500u - 52,1334 45 018 033
17 £2.1334 - 52.7667 46 018 071
18 52.7667 - 53.4000 48 019 0%
19 £3.4000 - 54.0334 n .029 119
20 54.0234 - <7 6667 57 023 142
21 54.6667 - : 3.3000 63 025 167
22 §5.3000 - 35.9334 89 036 203
23 §5.9334 - 56.5667 101 .040 243
24 56.5667 - 57.2000 92 .037 280
25 $7.2000 - 57.8334 112 .045 325
26 57.8334 - 58.4667 133 .053 378
27 58.4667 - 59.1000 130 .052 430
28 59.1000 - 597334 119 048 478
29 59.7334 - 60.3667 135 .054 532
30 60.3667 - 61.0001 120 .048 .580
31 61.0001 - 61.6334 134 .054 634
32 61.6334 - 62.2667 143 057 691
33 62.2667 - 62.9001 99 .040 731
34 62.9001 - 63.5334 104 .042 T3
35 63.5334 - 64.1667 106 .042 815
36 64.1667 - 64.8001 85 .034 .849
37 64.8001 - 654334 60 024 873
38 65.4334 - 66.0667 60 024 .897
39 66.0667 - 66.7001 41 .016 913
40 66.7001 - 67.3334 52 021 934
4] 67.3334 - 67.9667 50 .020 954
42 67.9667 - 68.6000 52 021 975
43 68.6000 - 69.2334 22 .009 984
44 69.2334 - 69.8667 14 006 9N
45 69.8667 - 70.5000) 2 .001 991
46 70.5000 - 71.1334 10 .004 995

2 71.1334 - 71.7667 7 003 998
48 71.7667 - 72.4000 6 .002 1.000
49 72.4000 - 73.0334 1 .000 1.000
50 73.0334 73.6667 1 .000 1.000
51 73.6667 - 74.3000 0 000 1.000
52 74.3000 - 749334 0 .000 1.000
53 749334 - 75.5667 0 .000 1.000
54 75.5667 - 76.2000 1 .000 1.000
55 76.2000 - 76.8334 0 .000 1.000)
S6 76.8334 - 77.4667 0 .000 1.000
57 T77.4667 - 78.1000 0 .000 1.000
S8 78.100%) - 78.7333 0 000 1.000
59 78.7333 - 79 3667 0 000 1.000)
o0 79 3667 - 80).0000 0 .000 1.000)
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Figure 5.10-1 Model Output
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output information with respect to the confidence level that a
program can be completed for a specified level of funding or the

funding required to achieve a specific level of confidence that the
program will cost that value or less.

5.10.5 Major steps in applying the technique. The first step
in applying this type of technique is to obtain and become familiar
with one of several available computer programs implementing it, and
the associated model user guidance. It will seldom be practical or
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desirable to develop such a computer program from scratch. The
second major step is to obtain the input data reguired by the
specific model obtained in Step 1. This step is greatly facilitated
if a total program cost estimate is already available, broken out by
WBS element. If such an estimate is available, the reguired WBS cost
element uncertainty input data can generally be obtained by
interviewing PMO personnel. If possible, historical cost data should
be reviewed to see how widely similar WBS cost values vary on other
programs. The third step is to load the input data into the model
and make one or more model runs as necessary. This is generally far
less time consuming than gathering the input data. The last step is
to examine the model output results to ensure they appear reasonable
and provide the type of information needed to show how WBS element
risks affect total program cost risk.

5.10.6 Use of results. The primary use of WBS simulation
model results is to show how WBS element risks may cause total
program costs to vary from the point estimate used for budgets and
other purposes. It can also be used to compare estimated costs for
several programs at a specified confidence level, such as 90 percent.
Higher headquarters may ask to see such information as part of the
normal review process.

5.10.7 Resource requirements. The primary resource
requirement is a copy of a computer program implementing this method
and the associated user guidance. Air Force experience has shown
that GS-9 and above cost analysts can quickly learn to run such a
model, if supported by PMO specialists in providing WBS cost element
uncertainty range and level judgments. A microcomputer is also
required. Tk AFSC risk model runs on a Zenith 100 computer. Other
similar model. run on IBM PCs.

5.10.8 Reliability. The mathematics and logic of the WBS
simulation/cost risk technique are generally sound. An exception is
that these models generally do not fully address the interactions
between WES elements. They usually assume either total dependence oOr
total independence among WBS elements. The true situation will
probably vary from program to program, and will almost always be
somewhere between total independence and total interdependence. The
greatest limitation of this method is the difficulty in obtaining
sound and supportable input values.

5.11 RISK FACTORS

5.11.1 General. This method is often quite simple to apply
except for the difficulty in obtaining sound and dependable input
values to describe the risk associated with each WBS element. Often
the input values are quick judgments made by PMO personnel. The
method does not include procedures fc~r systematic and scientific
development of the needed input data The pri ary use of the method
is to estimate the total added progr costs t it might be expected
due to risks associated with the var s program WBS elements.
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5.11.2 Description of technique. The basic concept of the
Risk Factor method is to determine factors, or multipliers, with
which to increase individual baseline WBS element cost estimates to
cover additional costs resulting from risks. The objective of using
this method is to determine a reasonable budget, above that resulting
from a baseline cost estimate, to cover anticipated risk associated
cost growth. The method uses a WBS or cost breakdown structure based
on a technical breakdown like that shown in Figure 5.11-1. The
baseline cost estimate must have been developed for each cost
element. Applying whatever considerations are appropriate, a risk
factor is established for each cost element. This factor will
generally be a value between 1.0 and 2.0, with 1.0 indicating no risk
and 2.0 indicating so much risk that expected costs would be twice
the baseline cost estimate values. Every baseline WBS cost estimate
is then multiplied by its risk factor to obtain the new WBS element
cost estimates. These new estimates are summed to get a budget
value, which provides a level of funding which will account for
technical or other risk.

Figure 5.11-1 Cost Breakdown Structure

SYSTEM
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The identification of sound WBS element risk factors is the key
feature of this method and may be difficult. There is little
documented experience upon which analysts can draw in order to
substantiate such factors. Since these factors have a significant
impact on the analysis results, it is important that the inputs be
obtained from highly experienced technical experts. In other words,
the apparent simplicity of the method has not relaxed the requirement
that the most experienced PMO personnel take key roles in the
analysis. Once a baseline cost estimate has been prepared using cost
estimating methods, an analyst should be able to prepare a new cost
estimate using risk factors in a relatively short time. The length
of time will depend on the difficulty an analyst has in obtaining the
assistance of technical experts, and on how detailed a WBS or cost
breakdown is involved.

5.11.3 When applicable. The technique is more applicable
early in the life of a program when information is not available to
apply some of the more sophisticated risk analysis techniques. This
technique is only applicable when a point cost estimate, broken out
by WBS element, is available. The method's simplicity makes it

applicable to even small, low cost programs.

5.11.4 Inputs and outputs. One primary, and generally
available, input of a risk factor assessment is a baseline cost
estimate broken out by WBS element. The second primary input is a
set of risk factors for each WBS cost element. These factors will
usually be subjective judgments of experienced personnel who know the
program, its current status, and potential problem areas. The use of
check or watch lists and the number of items in the list that apply
to each WBS element is one way of helping make a judgment of the
level of risk associated with each element. The output of a risk
factor application is a budget or cost estimate increased over the
baseline budget (or estimate) by an amount required to cover risk
induced costs.

5.11.5 Major steps in applying the technique. The major
steps in applying the technique are:

(1) Obtain a program cost estimate broken out by WBS

element. Such estimates should be available and their preparation is
not considered to be part of applying this method.

(2) For each WBS element, obtain an estimate for the
percent of additional costs that should be added to accommodate
additional work resulting from risks. The opinions of knowledgeable
technical and experienced program management should be sought and
used. Reviewing the lessons learned for similar systems could
also provide insight into how much risk might be involved. If
similar things have been done before, and by the same people assigned
to the current program, risks should be lower. It must be remembered
that past programs were also risky and, therefore, parametric cost
estimates based thereon also include some costs to cover risk.
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(3) Recalculate the total program costs by summing all the
WBS element costs, each of which has been adjusted by the associated
factor percentage increase to accommodate the risks associated with
it.

5.11.6 Use of results. According to the survey of PMO risk
analysis applications, several PMOs found the results of Risk Factors
analysis of some significant use for budget preparation, program
status reporting, program planning and milestone briefings. This
method has also been used to support U.S. Army cost risk procedures.

5.11.7 Resource requirements. Resource requirements for this
method can be quite variable. Frequently, the same cost estimator
responsible for preparing the baseline cost estimate can also provide
the additional risk factor results in a few hours, if he/she is
provided the WBS element factors by appropriate experts in a timely
manner. Application of the method can become more involved as more
technical and other experts are used to derive the individual WBS
element risk factors.

5.11.8 Reliability. The reliability of this technique can
vary widely both in fact and in the judgment of those reviewing the
results. Since use of the technique generally requires judgments
based on limited information, the knowledge and skill of those making
the judgments will greatly affect the reliability of the results. A
quick analysis, where the risk level factor judgments for all WBS
elements are made by a single cost analyst without inputs from
technical and other experts, would very likely produce relatively low
reliability results. The reliability of this method is increased by
providing documented justification for all WBS element factor values
used.

5.12 PERFORMANCE TRACKING

5.12.1 General. Much has been written about technical risk.
The GAO report on technical risk in April 1986, spent a great deal of
space discussing the importance of managing the technical aspects of
a program. Measuring technical risk on any effort that involves
furthering the state-of-the-art is a very difficult task, which in
and of itself, can involve a great amount of risk. There are some
concrete measurements than can be useful in measuring technical
advancement progress against preset goals of programs. Many of these
are described in a publication entitled "Technical Risk
Assessment: Staying Ahead of Real-Time Technical Problems, Visibility
and Forecasts" (currently in draft form). This is a Navy document
released in March 1986l. Within the document are several
recommended measures for evaluating technical progress.

5.12.2 Description of technique. The technique advocates the
use of a Technical Risk Assessment Report, which is updated monthly.

The report is based on working level data, but is intended to provide
an overview of current trends and status. The technique uses a set
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of standard technical indicators which have been proven to be
effective measures of technical performance. In addition to the
standard measures, program unique technical indicators are also
developed. Each of the measures has clearly defined performance
projections and pre-set alert criteria. The standard indicators are
shown in Figure 5.12-1.

5.12.3 When applicable. The performance tracking technique
is most useful when there are specific criteria established that are
objective and quantifiable. It can best be utilized for the
management of near term requirements. The approach can be used with
minor modifications on any type of program, and could be used in
conjunction with more elaborate probabilistic risk models that can
examine the corresponding cost and schedule impacts of current
technical performance.

5.12.4 Inputs and outputs. The technique requires that
performance be tracked on a monthly basis for each technical
indicator selected. This requires full cooperation with the
contractor and its active participation in managing risk (a good
benefit). The output can be in the form of a risk management report
or a briefing. The contents should contain an analysis of each of
the indicator's current performance and longer term trend.

5.12.5 Major steps in applying the techniques. One of the
first steps in adapting the technical risk assessment method to track
risk performance is to select the standard indicators that can be
applied to the development program. Many of the standard indicators
(Figure 5.12-1) can be used on development programs, and the utility
of certain indicators will vary as the program progresses. In the
case of an airborne system, weight and size are always significant.
The selection of indicators should include ones for the entire
program and selected ones for the subsystems. The unusual aspects of
a developmental program frequently require the use of special
technical indicators. 1In the case of space systezs, certain
indicators are appropriate such as the production of gasses from the
material in the product when exposed to a space environment. Figure
5.12-2 shows some potential special indicators.

Each indicator, whether standard or special, must have ground
rules established for data collection and assessment. This can be in
the form of a dictionary which describes the object of the indicator,
why it was chosen, the use of the indicator, and what is to be done
when a signal is generated that indicates a problem is developing.

It should be in sufficient detail to inform the system operator of
the meaning of the indicator and the relationship of the measurement
to risk.

It is advisable to predict the trends that might be expected
during the life of the indicator. Expected values may take many
different forms or curve functions, but should have a traceability to
the program goals, either cost, schedule, performance, Or various
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Figure 5.12-1 Standard Indicators
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Figure 5.12-2 Sample Special Indicators

INDICATORS DERIVED FROM
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INDICATORS DERIVED FROM
PROGRAM REQUIREMENTS

PERFORMANCE CHARACTERISTICS
o Speed, Range, Capacity,
Accuracy

PHYSICAL CHARACTERISTICS
o Center of Buoyancy,
Length

EFFECTIVENESS CHARACTERISTICS
o Reliability, Safety,
Logistics Support

SCHEDULE
o Feasibility, Probability
of Timely Accomplishment

RESOURCES
o Adequacy, pistribution

TEST PLAN
o Sufficiency of Planned

Testing
ENVIRONMENTAL CONDITIONS

o Vibration, Temperature,
shock PROCUREMENT FACTORS

o Availability of

DESIGN AND CONSTRUCTION Multiple Sources

o Technology, Packaging,
Materials

combinations. Evaluation criteria must be set so as to flag a
situation that can signal a problem. Color coding such as red,
yellow, or green for high, medium, or low risk can be used as well as
percentage bands for the same type of message. These bands may vary
at time progresses; that is, getting tighter as completion is
nearing, or getting more tolerant as time passes to indicate a risk
that is disappearing. In any case, the program office, contractor,
and subsystem contractor(s) all must agree to and understand the
tolerance bands and their significance in order to facilitate rapid
corrective action.

All the above would be useless unless a formal, contractually
required reporting system is used. This could be in different form,
according to the type of the program and the style of the manager.
It may be produced in vugraphs in a manner immediately usable by the
Government manager for required higher level periodic briefings or in
a raw form as numerical data points. 1In any case, it must be in a
form immediately applicable by both the contractor and the program
manager to making decisions affecting the program. As in any systen
that requires the coordinated efforts of contractors and Government
technical and management personnel, it is necessary to place someone
in charge of ensuring that the job is being done accurately and in a

timely fashion, and that the proper decision-makers are informed of
the risk situations.

In summary, the major steps in applying risk management
techniques are:

(1) Applying the standard indicators

(2) Selecting special indicators
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(3) Establishing data definitions
(4) Projecting expected trends

(5) Setting the evaluation criteria
(6) Planning the reporting system
(7) Assigning responsibilities.

5.12.6 Use of results. The technical risk assessment reports
furnish the information needed to start any action that might be
required to correct potential problems. Each indicator should be
examined separately and then examined as related groups of
indicators. 1In using the results, the factors of cost, schedule, and
technical risks must be examined simultaneously.

5.12.7 Resource requirements. This technique requires people
with sufficient knowledge and skills in highly specialized technical
areas. The data received emanates from many functional groups,
including fabrication, assembly, engineering, and quality control,
and must be analyzed by people who have these skills and can make
technical analytical assessments of the reports. This does not mean
that each functional risk assessment area requires a full time
person. While system start-up costs vary, it should not require more
than 1-2 man-months of effort. Typically, the sustaining costs are
estimated to be a one person effort for a fairly large program.

5.12.8 Reliability. 1In order to have a reliable technical
risk assessment, it is necessary that all major participants
understand the importance of the assessment and be actively involved
in establishing and implementing the system. Each member of the team
should be involved in the initial assessment of the program's
technical risk and help in the selection of the indicators used in
tracking the risk. These are the same people who should be providing
the updates for each reporting period. The early surfacing of
potential problems anticipates the problem prior to failure and, with
proper management action, failure may be precluded or at least
tempered.

5.12.9 Performance Tracking - supplemental information.
Performance tracking is not new. It has existed in one form or
another for many years, but recently has gained in popularity and
use. There are many variations on the theme presented in the above
discussion. Since control is one of the most critical elements in
risk management, and performance tracking is one of the most

effective control techniques, another variation of the method is
presented below.

Fully integrated performance measurement - is a capability being
developed to integrate technical performance, schedule performance,
and cost performance. It is also aimed at providing Earned Value
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performance measurement capability to Government program offices that
are not getting formal contractor performance data. The major steps

are as follows.

(1) Technical Performance

(o]

From program direction, plans, and
specifications, identify specific technical
parameters and their value for performance,
producibility, quality assurance, reliability,
maintainability, and support. A few examples are
shown in Figure 5.12-3.

Relate each of these technical parameters to
specific WBS elements whenever practical. Many
of them will only relate to the total system
level, but many will come from the Spec Tree
which should match the WBS.

Define specific methods for calculating,
measuring, or observing the value of each
technical parameter.

Assign a specific individual or organization the
responsibility for managing the technical
parameter and the progress toward achieving the
goal value.

(2) Schedule Performance

o

Identify (or create) specific schedule events at
which calculation or observation is to be made.

Determine values or conditions that should be
achieved by each milestone. Set a tolerance or
"alarm" value to represent a threshold for
corrective action.

Identify (or create) a specific schedule event at
which the goal is to be achieved.

Develop a plot of the technical performance
parameter value against time to give a visual
portrayal of the relationship between technical
performance and schedule.
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Figure 5.12-3

Fully Integrated Performance Measurement
Typical Technical Parameters

PERFORMANCE

- Speed (KTS)

- Weight (Lbs)

- Range (NM)

- Power (KW)

- Turn Rate (Deg/Sec)

- Takeoff Distance (Ft)

PRODUCIBILITY QUALITY ASSURANCE
- Capital ($) -
- Manpower (People Count)
- Facilities (Sq Ft) -
- Material ($)
- Equipment (Machinery Req'd) -
- Schedule (Time) -

Scrap, Rework & Repair
(% of Labor)
Yield (% of 1st Time
(Inspection Successes)
supplier Rating (%)
Quality Costs ($)

- MTBF (Hrs/Days)

- MTTR (Hrs/Day)

- LRU vs SRU (%)

- Probability of Component/
Assy. Failure (0 - 1.0)

- Life Cycle Analysis (%)

- Design to Cost ($)

- Climb Rate (Ft/Sec) - Risk (0-1.0) - Customer Satisfaction (0-10)

- Accuracy (Ft) - software (LOC in Violation

- Radar Cross Section (Sq Ft) per 1000 LOC)
RELIABILITY MAINTAINABILITY SUPPORTIBILITY

Standardization (%) -
Modutarity (%) -
Update Abitity (0 - 1.0) -
Special Equipment ($)
STE ($) -
- Freguency (Time) - Operational Avaliability (%)
- Costs ($) - MTBF (Hrs/Days)

- MTTR (Hrs/Days)

parts Inventory ($)

Costs ($)

Resources (Manpower,
Equipment, Facilities)

Modularity (X)

[ I}

(3) Cost

Performance

Assign budgets to each technical performance
parameter. These budgets may be real and add up
to contractual values or fictious units just to
determine relative weights. There are many
different ways to assign these budgets. The only
requirement is rationality, traceability, and
consistency.

Distribute the assigned budgets to each of the
measurement milestones based on engineering
judgment of the percent of the total value
associated with each milestone.

Use conventional earned value techniques to
measure accomplishment (e.g. 50/50 milestones).

Apply the schedule performance index to
appropriate activities in the resource loaded
network to determine the cost impact of the
technical and schedule performance.

5.13 OTHER COMMON TECHNIQUES

5.13.1

common Performance Reports (CPR) analysis.

CPRs have

become useful in uncovering areas where technical problems are
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causing variances. In this report, the contractor explains cost and
schedule variances by means of a narrative detailing the specific
problem that has caused the variance. Many of the variances reported
can signal risk situations as they are developing, such as late
vendor or subcontractor deliveries. The continuation of these types
of schedule slips can put an entire program schedule at risk.
Normally, Government program managers are limited in what they can do
to alleviate these situations, except in cases where Government
Furnished Properties (GFP) are causing the delays. The GFP shortage
situation can sometimes be alleviated by high level coordination with

the supplying Government agency.

Cost variances can also be risk involved, as large cost growth
can jeopardize a program to the point of causing cancellation. It is
naive not to consider cost growth as a significant risk item. The
CPR is designed to display cost growth as a variance and then discuss
the variance in terms of cause, impact, and any corrective action
that might be taken to alleviate the situation. If the program is
receiving the CPR, it should be used for risk assessment and analysis
by the program manager. A discussion of variances can contain data
that permits the determination of items that may be presenting new
and previously undiscovered risks. These risks should then be
investigated to ascertain their effects on the progranm.

5.13.2 Independent technical assessment.

General - An independent technical assessment requires people
other than those under control of the PMO and, therefore, will always
require approval by some higher level of authority. The timing of
such reviews is critical. If problems are found, there must be time
to correct them before any critical milestone reviews. This
technique has been used by a multi-service program and is cited as
substantially reducing program risk, especially that which was
associated with tri-service involvement.

Description of technique - This technique involves a team of
experts from outside the PMO reviewing a number of specified aspects
of the program. The team usually consists of very senior personnel
who can make timely evaluations of PMO activities and progress based
on their extensive experience. Such a team can vary in size,
depending on the size of the program and how many issues the team has
peen chartered to review. The entire process is usually limited to
four to eight weeks of near full time effort. The final product is
almost always a briefing to the level of authority authorizing the
review and sometimes a written final report.

wWhen applicable - An acceptable time to use the technique is in
support of design reviews. It can also be used to guiet or end
perceptions of a troubled program. A good time for an independent
technical assessment is when a program is, or is perceived to be, in
trouble and critics have become vocal. If the trouble is real, this

technique will give the PMO added credibility and guiet critics.
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When possible, such reviews should be scheduled to cause minimum
disruption of milestone activities. An independent technical
assessment is usually more appropriate during system development than

during production.

Inputs and outputs - The inputs will vary widely depending on
the issues shown to be addressed and the expertise of the team
members. Team members will obtain the information they need through
briefings by PMO personnel, review of PMO documents, interviews, and
visits to contractors' facilities. The expertise and experience team
members bring with them to the team are an important input. The most
common output is a briefing to the manager authorizing the review and
to others, as appropriate. The priefing must address each of several
criteria or issues defined at the onset of the review. It should
also include recommendations for follow-on action.

Major steps in applying tne technique - The following steps are
common to most independent technical assessnments:

o Direction by a higher level of authority with control
of or access to the required expert resources, to
conduct the review

o Specification of the issues to be addressed

o Formation of the review team

e} Gathering the required information about PMO
objectives, problems, status, resources, and
activities

o Analyzing the information gathered

o Presenting the results to the authority who requested

the review and to others as appropriate.

Uses of results - Independent technical assessments are useful
for design, acquisition strategy, planning, and implementation
coordination. When the review results are favorable, there is

instant program risk reduction with associated benefits in meeting
pending milestone reviews.

Resources required - Resources of two types are required to
carry out an independent technical assessment. First, a team of up
to 10 experts is needed to form the review team. The people required
must be experienced and certainly would include some or all at the
GS-15 level or above. These people would probably have to commit two
to four weeks of effort to the team over a period of four to eight
weeks. In addition to team resource requirements, the PMO has to
provide a number of informational briefings and interviews to quickly
provide the review team with the required information. Where members
of the review team are visiting from out of town, the PMO may be
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required to perform substantial protocol and administrative tasks.
The PMO usually pays all travel costs for team members.

Reliability - The reliability of an independent technical
assessment is usually high. The reliability somewhat depends on the
quality of the team members, that is, their recoganized level of
expertise. While team independence is essential, cooperation and
trust between the team and the PMO are also essential. The PMO must
provide all required information and the review team must present a
balanced picture, while not just focusing on the most negative areas.
The major disadvantage of an independent technical assessment is that
for a time it can disrupt PMO activities. This is especially true if
it points out deficiencies that must be fixed, and there is no time
to make the needed fixes prior to an important milestone. The timing
of the review is important, therefore, and should be considered in
the planning for such reviews.

5.13.3 Independent cost estimates (ICEs). ICEs may be
accomplished one or more times for major FAA programs. Because PMOs
naturally tend to be optimistic regarding the risks and costs of
their programs, particularly in the early stages, an ICE may be
directed to provide senior decision-makers with data reflecting an
independent viewpoint. The concept is that cost estimators, outside
the influence of program advocacy, will develop cost estimates that
more accurately portray the challenges, risks, and costs associated
with the development and production of advanced systems.

The key aspect of the independent cost estimate is that it is
developed in organizational channels separate and independent from
the program office. This helps it serve as an analytical tool to
validate or cross-check program management office developed cost
estimates. This second opinion helps avoid the risk that some
significant costs have been overlooked or that PMO program ad- bcacy
has resulted in low estimates which could place the success of the
program at risk. To the extent that those preparing independent cost
estimates are advised and supported by a technical staff independent
of the program office staff, some independent assessment of technical
risks may also be accomplished during preparation of an independent
cost estimate.

5.14 RISK HANDLING TECHNIQUES

Risk handling technique classifications were covered in Section
4.5. The possibilities for dealing with risk are as varied as
potential sources of risk. It would be impossible to discuss each
technique without first describing the complete circumstances under
which it is appropriate. The key to developing an appropriate
handling of any risk lies in the proper execution of the risk
planning, risk assessment, and risk analysis functions. If these are
done properly, the impacts of potential actions will be clearly
understood and will lead to the best possible risk handling action.
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The following Table 5.14-1 shows some of the typical activities
that should be performed in each phase of the development cycle.
Clearly, management actions to reduce risk should be aimed at
performing quality work on each of these items. One of the primary
reasons that this structural approach to acquisition exists is to
reduce the risks of buying a piece of equipment that does not meet
the need, does not live up to the performance requirement, is too
costly, or is too late.

Table 5.14-1

Typical Activities by Program Phase

CONCEPT EXPLORATION

identify Manufacturing Technology Needs

Identify Critical Materials

Evaluate Risk of Manufacturing Alternatives
perform Industrial Base Analysis

Determine Contract Requirements for DEM/VAL
Define System Level Logistics Requirements (1LSP)
perform Initial Facility Planning

Estimate Life Cycle Cost Performance Goals
Develop System Specifications

Conceptual ize T&E Program (TEMP)

DEMONSTRATION/VALIDATION

Examine Producibility of Competitive Design
Prepare for Production Readines Review

Prepare Initial Manufacturing Plan

Evaluate Long Lead Requirements

Determine the Need for LRIP

Prepare Initial Production Cost Estimate
Determine Contract Requirements for FSD

Establish Readiness and Supportability Objectives
Prepare for Development and Operational Testing
Determine Acquisition Strategy

FULL SCALE DEVELOPMENT

Define Required Manufacturing Resources

Prepare Manufacturing Cost Estimates

Perform Production Risk Assessment

Accomplish Production Planning

Assess Long Lead Material Requirements

Perform Producibility Studies

Complete Manufacturing Plan

Accomplish Development and Operational Testing

Perform Production Readiness Reviews

Determine Contract Requirements for Production

Determine Quality & Performance Controls for
Production

Evaluate Impact of Engineering Changes on LCC

Prepare for Transtition to Production

PRODUCTION

Ensure Facilities are in Place

Examine Use of Warranties

Determine Acquisition Strategy

Examine Use of Second Source

Integrate Spares Production

perform Fielding Aralysis

pPerform Contractor Production Surveillance
Execute Product Improvement Initiatives
Implement Value Engineering

5.15 CHAPTER 5 KEY POINTS

o Risk Management techniques can apply to multiple parts of
the risk management process.

o Some techniques specialize in one aspect of risk.

o Techniques should be selected based on program requirements
(Chapter 6 provides detail).

o No technique will give you a choice of management actions.

o Management actions are limited only by the ingenuity of the
program manager.
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CHAPTER 6

RISK MANAGEMENT IMPLEMENTATION
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6. RISK MANAGEMENT IMPLEMENTATION

6.1 INTRODUCTION -

While the concepts and techniques of risk planning, assessment,
analysis, and handling are complex, the greater challenge is in the
actual implementation of the risk management process. Program
managers and PMOs are almost categorically overcommitted and
overextended. In a recent Risk Analysis and Management survey of DOD
Program Management offices (PMO), allocating the resources to
implement an effective risk management program was a significant and
frequently reported problems. Over 50 percent of the PMOs responded
that inadequate program staffing was a major risk area in and of
itself. The view of risk management implementation as an additional
requirement levied on the program team can appear as an overwhelming
task. In actuality, risk management is an integral part of program
management, not an additional analysis task. Risk management affects
each of the classic elements of management; planning, organizing,
directing, and controlling. Risk management plays an important role
in the decision making process. In essence, risk management is a
subset of sound program management and while the level or activity
may vary, risk management should be viewed as an on-going process
versus a one time exercise, as illustrated in Figure 6.1-1.

Figure 6.1-1 Risk Management as a Process

PLANNING |<

>| ASSESSMENT

>| ANALYSIS

>| HANDLING

Risk Management implementation means the incorporation of the
risk management concepts and techniques into the program management
process, not simply the manipulation of a certain model. To this
end, this chapter provides guidance for:

(1) Organizing for Risk Management
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(2) Technique Selection

(3) Risk Management Resource Allocation

(4) Communicating Risk

(5) Developing a Risk Management Capability

As with all efforts, successful risk management implementation
is a function of the organization's understanding and commitment to
meet the challenge.

6.2 ORGANIZING FOR RISK MANAGEMENT

The program manager is ultimately responsible for the
implementation of risk management. The program manager establishes
goals for the risk management effort and allocates the resources to
accomplish these objectives. While the program manager must oversee
this process, risk management activities do not reside solely with
the program manager. Risk typically manifests itself in the
functional analysis and decision making process. Figure 6.2-1
depicts a sample of functional analysis which often involves the
complex interplay of technical, programmatic, supportability, cost,
and schedule risk. Functional managers must understand the
implications risk has in each of their respective disciplines. Risk
management is a significant responsibility in each of the functional
manager's jobs. The program manager's role is to provide the
motivation and structure to effectively manage risk. The program
manager should promote the continual interaction between team members
for communication concerning risk management.

Figure 6.2-1 Functional Roles In Risk Management

PROGRAM
MANAGER

[

ENGINEERING CONTRACTS PROGRAM LOGISTICS
CONTROL

o Technical Alternative o Acquisition Strategy o Budget Analysis o0 MWarranty Analysis
Evaluation o Competition Analysis o Cost/Schedule o Life Cycle Cost

o Design To Cost Estimating Analysis

o Contractor Risk o Should Cost o R & M Evaluation
Reduction Studies o Cost-Benefit

o Technology Trade-offs Analysis

o Affordability
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While it is clear that risk management is a team function, it is not
obvious how to best organize that team to execute the process. A
survey of DOD Program Management Offices risk management activities
revealed two basic approaches to organizing for risk management that
the respondents felt were successful. One group of PMOs designated
specific positions to conduct the program's risk management efforts.
The number of people allocated varied by the size of the PMO and the
risk management technigues being used. The other PMOs felt that risk
management was such an integral part of engineering and management
that separate personnel were not designated to manage risk and

adequate consideration of risk was being accomplished as a normal
part of their jobs.

Either approach could be defended for organizing for risk
management. Though different, three basic themes appear as
guidelines for incorporating risk management into the program
management process. First, the program manager is ultimately
responsible, as with all aspects of the program, for the planning,
allocation of resources, and execution of risk management. Second,
risk management is a team function. Each functional manager plays an
important role in the identification, analysis, and handling of risk.
Third, risk management activities and responsibilities must be
specific and assigned to individuals. Actions and responsibilities
assigned to groups are in effect, not assigned. Whether risk
management is a full time job or an integral part of a team member's
job, risk management actions should be explicit and assignments
clear.

6.3 RISK ASSESSMENT AND ANALYSIS TECHNIQUE SELECTION

Establishing objectives and allocating resources to accomplish
those objectives is a primary function of the program manager. This
function is the basis for risk planning, the first step in the risk
management process. At the heart of this planning effort is the
selection of the most appropriate risk assessment and analysis
techniques for the program. Selection of risk assessment and
analysis techniques is the subject of this section. The technique
selected shapes the nature of the risk management effort and should
be directed towards providing the information necessary to meet the
risk management objectives within the resource constraints of the
PMO.

This discussion focuses on those risk management techniques
described in Chapter 5 that deal specifically with risk assessment
and risk analysis. Risk management techniques can be loosely
categorized by the primary purpose they serve in the risk management
process. Generally, the risk identification and quantification
techniques can support a variety of risk assessment and analysis
approaches. Expert interviewing techniques are equally applicable
for obtaining information in doing a network analysis, decision
analysis, or developing a life cycle cost estimate. Similarly, the
risk handling technique decision is not a function of the risk
assessment methodology employed. Insights from the implementation of
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a Watchlist, for example, support the use of several approaches to
risk handling. The type and timing of information needed for
specific decision making applications, however, form the guidelines
and constraints for the selection of the appropriate risk assessment
and analysis technique. The following section provides guidance and
a general framework of comparison for the selection of effective
techniques for risk assessment and analysis. The answer is not the
same for each program, nor does the answer necessarily stay the same
for the life of a single program. The nature and level of risk
management activity varies through the acquisition life cycle of a
program. The risk assessment and analysis techniques that are
effective between Milestone I and II, when a firm technical baseline
is not yet established, may be inappropriate in the late production
phase of the program. The resources required for risk management
activity varies with the techniques, and the techniques used are
largely dependent on the objectives of the risk management process.

6.3.1 Technique Selection Criteria

A variety of interrelated factors affect the selection of a
technique. The current acquisition phase, size, priority, and
complexity of a program all affect the type of information and
analysis required to deal with risk. A key consideration and
often a major constraint is the availability and capability of
resources to devote to risk management. The pressure to do more
with less is a constant and pervasive condition in PMOs. Often,
organizations also have policies or directives which require the
use of one or another risk assessment or analysis technique.

The objectives of risk management effort tie these
considerations together and balances their influence in the
selection of an appropriate technique.

These factors can be aggregated into three categories for
the purposes of discussion and technique evaluation and
selection (Figure 6.3-1).

(1) Resource requirements

(2) Application

(3) Output
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Figure 6.3-1 Risk Management Technigque Selection Criteria

RESOURCE REQUIREMENTS APPLICATION ouUTRPUT
o COST o PROGRAM STATUS REPORTING o ACCURACY
o HARDWARE/SOFTWARE o MAJOR PLANNING DECISIONS o LEVEL OF DETAIL
o TIME o ACQUISITION STRATEGY o UTILITY
o EASE OF USE SELECTION
o PM COMMITMENT ARC MILESTONE PREPARATION

DESIGN GUIDANCE
SOURCE SELECTION
CIP/BUDGET SUBMITTAL

0000

Serious consideration of the resources required to execute
a particular technique was a recurring theme in the responses to
the question of why a particular technique was used by the PMO
in the DSMC Risk Management survey results. The second criteria
is the application or the decision making process to which the
risk assessment or analysis is targeted. The specific purpose
or application of the risk information obtained varies and
changes. Different techniques better support different
applications, thus the application in which the risk information
is used is another key criteria category. The third criteria is
the actual output from the risk assessment and analysis
technique. The accuracy, jevel of detail, and utility of the
technique output should pest match the required information for
risk management decision making.

The criteria discussed are not all encompassing and clearly
other circumstances can influence the selection of a risk
technique.

However, these criteria will provide a comparative
yardstick for evaluation and a framework for an educated
decision to select a technique and implement it in the risk
management process.

This section discusses several criteria that can be used to
evaluate which risk assessment and analysis technique fits the
requirements and constraints of a program's risk management
effort. Each of the major techniques is then evaluated against
these criteria and a general approach to technique selection is
discussed. The intent is not to make technique selection
automatic, but to help point out the advantages and
disadvantages of different techniques in different
circumstances.

6.3.1.1 Resource Requirements

What resources a particular technique requires is often the
dominant consideration in the selection process.
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The greatest utility with the least time, money, and
manpower expended is always the sought after objective. The
resource requirements of the various risk assessment and
analysis techniques are compared in Table 6.3-1 using the
following five factors:

(1) Cost

(2) Hardware/Software Tools needed/available
(3) Time to implement

(4) Ease of Use

(5) PM commitment

The cost identified is a rough approximation of the labor
required (in man-months) to conduct or initially set up the risk
assessment and analysis. Several techniques are maintained over
an extended period of time. The maintenance of these techniques
is not considered in the comparative cost figures. Obviously,
actual costs vary considerably depending on the size and
complexity of the program and the scope of the assessment and
analysis. Thus the costs depicted are for comparative purposes.
The hardware/software factor simply indicates whether or not
(Yes or No) special hardware or software analysis packages are
typically needed to use the technique.

Time indicates the duration of time (in months) needed to
implement the individual technique. Again, in those techniques
requiring continuing maintenance, only the initial time to
implement is considered.

Ease of use is a subjective assessment of the relative
difficulty in implementing each technique. A three point scale
of E (Easy); M (Moderate); and D (Difficult) is used to rate
each technique.

The last resource requirement factor examined and rated is
the program manager's time commitment to successfully implement
the technique. Obviously a technique which requires intensive
and continual involvement of the program manager would be
difficult to implement. A three point scale of S (Slight); M
(Moderate); H (Heavy) is used to rate each technique.

Evaluation of the techniques against each of these factors
involved in the resource requirements criteria is presented in
Section 6.3.2.
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6.3.1.2 Technique Application

The following applications are defined here and matched
against the capabilities of the techniques evaluated in Section
6.3.2, using a three point scale of H (High); M (Medium); L
(Low) .

(1) Program Status Reporting

(2) Major Planning Decisions

(3) Acgquisition Strategy Selection
(4) ARC Milestone Preparation

(5) Design Guidance

(6) Source Selection

(7) CIP/Budget Submittal

Program Status Reporting refers to the monitoring of plans,
costs, and schedules to ensure that standards are met and
problems identified for timely corrective action.

Major Planning Decisions refers to major decisions to which
a program manager may be willing to invest significant resources
and personal attention.

Acquisition Strategy Selection typically occurs several
times throughout the life of a program. Risk assessment and
analysis provide key information relevant to the tradeoffs and
cost benefit analysis of contract type selection, warranty
structuring, etc.

The application of risk assessment and analysis in the
(ARC) Milestone Preparation is very direct and important. The
objective of the ARC is to ensure the major system's planning
has been comprehensive and the system is ready to proceed into
the next acquisition phase.

The next application category considered in evaluating the
techniques is Design Guidance. From the consideration of
technology alternatives for major systems to the choices of
components, each alternative represents a collection of large
uncertainties of cost, schedule, and technical performance. In
each situation, the program manager will want to understand how
the uncertainties relate to one another and how the alternatives
compare.

Source Selection evaluations frequer.tly involve the
consideration of risk as a determinant of se.ection. A
quantified risk management effort provides the information to
substantiate an evaluation. Source selection is a prime
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application for risk assessment and analysis. The typical short
duration of source selections and their necessary restrictive
nature place constraints on the type of technique used and the
level of detail that can be successfully pursued.

CIP/Budget Submittal is an obvious periodic application
category. The basic decision of what funds are reguired to
accomplish the program direction is an exercise in understanding
and evaluating the interplay of technical, supportability,
programmatic, cost, and schedule risk factors.

6.3.1.3 Technique Output

The third group of factors examined to compare and evaluate
risk assessment and analysis techniques consider the output of
the risk effort in terms of:

(1) Accuracy
(2) Level of detail
(3) Utility

These factors are defined here and matched against the
capabilities of the techniques evaluated in Section 6.3.2 using
a three point scale of H (High); M (Medium); and L (Low).

Accuracy deals with the basic theoretical soundness of the
technique and the necessity for weakening assumptions which may
dilute the value of the information obtained in the analysis.
Most techniques present an obvious trade-off between ease of use
or time commitment and the final accuracy of the analysis
results.

Level of Detail is concerned with the output contents
capability to provide more detailed insights into cost,
schedule, and technical risks. Techniques and how they are
applied vary in the breadth, depth, and understanding that the
output contents provide.

Utility is a subjective factor which rates the output in a
general context of its usefulness to the PMOs. Both the effort
involved in the risk assessment and analysis and the end value
of information is considered.

The ratings are obviously subjective, but their discussion
brings out important considerations in choosing a risk
assessment or analysis technique. The feedback from the DSMC
Risk Management survey has been utilized in the rating and
comparison of the individual techniques.

6.3.2 Technique Evaluation

This section rates and discusses each of the risk analysis

FAA Acquisition Risk Management Guide 6 - 11 Revision of 06/14/94



and assessment techniques in the context of the previously
defined selection criteria. this presentation will not make the
selection of a risk technique automatic. Its intention is to
provide the PMOs with an informed perspective to evaluate and
choose an approach that is united to meet the objectives of the
risk management effort within the ever present resource
constraints of a program. Table 6.3-1 is a matrix of the
results of evaluating each technigue against the previously
defined selection criteria.

FAA Acquisition Risk Management Guide 6 - 12 Revision of 06/14/94
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Table 6.3-2 Program Phase/Technique Application

PROGRAM PHASE INFORMATION YIELD

CE D/V FSD PROD | TECH | PROD | SUP COST |SCHED

EXPERT INTERVIEWS + + + + + 0 + 0 0
ANALAGOUS SYSTEMS 0 + + + + 0 0 + 0
PLAN EVALUATION - 0 + + + 0 + N -
TRANSITION TEMPLATES/ 0 + + + + 0 + - -
LESSONS LEARNED STUDIES
NETWORKS - + + 0 + 0 + + +
DECISION ANALYSIS - + 0 0 0 0 0 0 0
ESTIMAT ING RELATIONSHIPS - - - 0 - - - + -
RISK FACTORS - 0 + + - - - - -
LIFE CYCLE COST MODELS - 0 0 + - - + + -
COST RISK SIMULATIONS - - + + - - - + -
PERFORMANCE TRACKING 0 + 1+ + + 0 + + +

;
Relatively weak application/information

Average application/information
Relatively strong application/information

o
o n

FAA Acquisition Risk Management Guide 6 - 14 Revision of 06/14/94



4.1 Complete a risk assessment as outlined above.
4.2 Select the guidelist(s) for the follow-on program phase(s).

4.3 Review the follow-on guidelist(s) to determine which
factors could apply to the program in follow-on phases.

4.4 Determine desired risk level for next phase.

4.5 Using both the current phase risk assessment and the
desired risk level for the follow-on phases, determine what actions
can be taken in the phase under consideration to reduce the risk to
the desired level. These actions should be considered in developing

the acquisition strategy.

EXAMPLE: Program is in Concept Exploration and preparing to
transition to DEM/VAL. The program manager and the program office
staff would, therefore, use the DEM/VAL guidelist to assess the
program’s risk. Assume the program manager is willing to accept a
risk rating of medium-high going into DEM/VAL, but wants to be
medium-low by the start of EMD and low by the start of production.
The EMD and production criteria sheets would be reviewed to determine
what actions would need to be done in DEM/VAL to achieve an EMD
assessment of medium-low risk, and low going into production.
Accomplishing these actions would be part of the program’s
acquisition strategy.

As noted above, it is the responsibility of each program manager
to tailor and further define these criteria according to their unique
requirements (space is provided on each sheet to do so). However, it
is recommended that program offices use the attached criteria as a
guide to assign realistic technical risk ratings to their programs.
The program offices should ensure they document their rationale and
any assumptions made when assigning a particular risk rating.
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APPENDIX N
ENTRY TO PRODUCTION PHASE RISK IDENTIFICATION GUIDELISTS

1. This Appendix provides a set of risk identification guidelists
which can be used to determine a program’s risk areas. These
criteria encompass the areas of requirements, cost/schedule/
management, engineering (hardware and software), acquisition
logistics, and manufacturing. The guidelists are tailored to risks
which may be encountered in the Production phase. They should be
used while in the Engineering and Manufacturing Development (EMD)
phase to determine risks that should be addressed as part of the
acquisition strategy preparation.

2. Program risk assessment

2.1 Expert judgment. Using available expert judgment, assess
the program against each factor. 1If a factor is not applicable,
ignore it.

2.2 Criteria range. This set of criteria covers a broad range,
put is not all inclusive. Space is provided on each sheet to
identify program-unique factors which can increase or decrease
program risks. These factors can be additional factors not listed,
or they can be special cases of existing factors.

2.3 Program risk determination. Once the set of criteria
sheets is complete, the program manager is responsible for making a
final judgment as to the program risks. Note that there is no
formula provided to aggregate individual area assessments into an
overall risk assessment. Having three low risks, two moderate risks,
and one high risk does not automatically mean that one has a moderate
risk program. In fact, there have been programs where individually
the risk elements were low, but the program became high risk when
they were integrated. One needs to take care not to assume that
program risk is simply the summation of its individual risk elements.
Each program manager remains responsible for assessing the
significance of each area, and determining how it influences the
overall program risk.

3. Readiness to enter next phase. The risk criteria shown on these
sheets are fixed by the status of the design effort, rather than by
the phase of the program. The risk ratings (high/moderate/low) are
based on the maturity of the program, rather than the phase. It is
important to distinguish the absolute risk level from the
acceptability of that risk. Acceptability varies from phase to
phase. A risk level which is acceptable in DEM/VAL is usually
unacceptable in production.

4. Acquisition strategy development. The program manager should
follow these steps to incorporate risk considerations in the
acquisition strategy.
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APPENDIX N

ENTRY TO PRODUCTION PHASE IDENTIFICATION GUIDELISTS

FAA Acquisition Risk Management Guide N -1 Revision of 06/14/94



96/91/90 40 UOLSIAIY

aping juawabeuel ySLy uoilisinbay vvd

TSY01JV4 DNIJNA3Y ASTY

e ——————————————

TSY01JV4 ONISV3¥INI MNSI¥

*uoj3onpold 1B131UL J33jB PIIINPUO)

*uo13onpoud
1E13IUL YIIM JUDLINDUOI PIJONPUOJ

uo(3onpoud
1eLatul 03 Jojud pa3aduo)

a1npayss - Buljoold $S304d “§i

*pIaJunseauw 0N

“3oedw; weiboud Joulw
JO JUSWUOJIAUD 353} Ul PIaJnsedn

*sjeob wesboud siaau pue
JUBWLOJI [AUD UO13onpoad U} pIJnsean

Aj1yiqetJepn ss3204d .i_

*3oedut
wesboud Jofew Jo pautyadp Aydood

*weaboud uo
3oedwi Jouiw Jo pauijap A121eJ3poN

“s1e0B weiboud 333w
pue pauljap 113m s3lwll/saiil)tqeded

$31)NS3Y UO131BZ1JI9}08BIEYD SSII0JJ .m—;_

‘ne
18 J0u JO A}]e121}1adns passaJppy

*31qe)1eAR S)iBIIP 1140443
6utanjoeynuew je3o) jo jsed 181633u]

6uyuueld
juaudinby 3sai/buijoo} 1e1d3ds -gi

*s3131)1qeded
1593 uo}3anpoad apnyduL Jou SI0P
119 ‘Ajaieuedas paxyJon $3uaWaJ 1NbaY

“s3131)tqeded
3533 uoi3onpoad sapnjoul
118 f42Y31960) paxyJom sUWALINbIY

6uUl1Sd]
uo13oNPoJd pue 3§31 ul-31ing “Li

sjualdt}nsu] “jeuibaen *paau pajdafosd Joj JUILIDLHINS buipuny peai buol °0Ol
“juowdojarap sessadoud/adiioesd
*Ajuo 13A3) AJeuuns “340j}9 awoS uot3eatiqe; uo Buiuue)d pa)ielaq ue)d BUlJINIOEINUBH "6
HOIH 31VYIQ0W Mo LEL 1)
Z Jo 7 obed
aseyd dwd o3 %H&:m - mﬂuUUMMU uotjenteAy XsSTH wCﬂHSPUMM§CGE S-W aTqel



96/91/90 3O UOCLISLIAY

aping juawabeuey XSty uollLsinboy vvy

*S¥01Jv4 ONIDNG3Y ASIY

$S¥0LIV4 ONISVIUINI XSTY

*s921300ad Bulinjoejnuew/usabeus
1842uab jo uoi3e)idwo)

“AJUO SM3LAIJ JUIRIIDIA0Y
ul pasn pue w3l YOI se paledald

©1032813U0d
Aq pasn pue jualind !pasedaud

us)d Buiinjoejnuey 18I1UYI3) g

‘3jqe)teae JON

s3dedwi pea) buo) Inq ‘3I)|qe)leAy

"a1qe)1ere A)1peay

(sassadoud
‘s111%s ‘sjo03 ‘s)jetdajew)
S9A118UJIL )Y IIJNOSIY 1831314 2

-Ajuo 3aunos 3ybuts

*2]qe)1eAR S3IINOS OM|

*s924nos a)di3
woJ4j 3)qe)1BAB WAL A)Lpouno)

A1111qe)18AY S31)QUIsSSY/SIied "9

*sjunowe paJinbaJ ul ajqejleae 3JON

*Aliyiqeisut/suotiey tui
1324n0s umou)

*$324n0S 3)qe3ls
aJow 40 2 !33)Jew uado uo 21qB)LBAY

Jamoduep/ e1491eK/saLbojouyrd] g

‘paieiitul
s3%afoud 18213140 1)@ JON

*paieiliul s3dafoud 18313140 Ayug

‘paieituy s3dafoud papasu |1v

JuaWdo 19A3Q
- satbojouyraj Buiuanjoejnuey "y

*paJnioeynuew aq 01 ABOjouyI3} Mau
!papaau juswaAcsdwi juedljiubls

*paJinbay
JULBA0IdWL 23BJ3POW 03 MO

"papaau juawdo)ansp
ou !3)qeidadde pue uaAodd

asn - saibojouydal Buiuanideinuen g

*19191}42dNS JO JUOP JOU JUAISSISSY

*ubisap 03

213 30941pul !ssadoud-ul JUISSISSY

*33ep 03 $3140443 UBISIP UL PIsSIIPPY

A3111q19npoad ubLsag ‘2

"SPIIU JUIUMIIA0CY 33w Jouus)

*AJUO SP33U JUAIIIA0Y SIIIW

* (181243109 / JUSIIIA0Y )
Spaau ]}e S13In

aseg 1@14Isnpul “|

HOTH

31VY300W

no1

vdvy

Z Jo 1 obed

aseyd dWid o3

A13ug - erIa3Tad uoljentead XYsTY buranjoejnuel

S-W 91qeL




96/91/90 30 UOLSIASY

¢l - KW

aping juawabeuel Ysty uoil1sinboy vvi

©S¥01Jv3 DNIJONA3Y XNSIY

TSY0LIV ONISVIUINI ASTY

* swa3sAsqns ‘UlBWdJ SUOLSLI3P *SIUWR |3
Jofew aJow 4O 3UO JOj PIId|dwod JON Joutw awos ‘Ajuo swdISAsgns Jofen wdISAS 1)@ Joj apew [palajdwo) sjuawubissy jodag °gl
-papaau jauuosJad *papasu buiutedy/syLys *papaau butulesl/s)ias
palitas A1ybry sadejdajul xa)dwo) je10ads awoS S3JeyIajul I3eIIPON je1oads ou !saoejuajul ajduts $3084J33U] ddUBUIIULEN /|
-Kjuo *JUSWA 19 WAISAS yoBd
3daouod aousuajulew pIyels 10N *AJuo 13Aa) doy 10} 19A2) P3}lelap 31E paysi|duwoddy buiuue}d doueudIULBN 9|
*auop
*3UOp UO13}BZLJ43308JIEBYD uoiieziJiaidedeyd Aii)tiqeyloddns *po03SJ4apUN SIUBWIJ tNDIJ
A31)1qejsoddns ou Isaibojouyaal MIN 1et3tuy Isanbluysay mau aswos jJoddns !pasn AjsnotAadld 11v¥ (A31)tgezsoddns) saibojouysa]l "gj
~ubisap
- juawdo}aAap MaIN pasn A1snotAaud 40 UOLIBILSIPOW *sabueyd ou lubisap pasn AIsSnNOLAdld ub1s3aQ WAISASQNS/WIISAS "9}
*S3UlBJ3SU0D Jofew OM) ueyl J4OW *SjULeJISU0d Jofew oM} JO BUQ *sjulesisuod Jolew oN sjuielisuo) jJoddns “g|
*palinbay
*papaau ubisap Mau Jofen uoi13edLyipow Jo Juswdo)dAdp JOULW *Ajuo swa3i Bullsixa asn paaN - juawdinb3y jJoddns -2|
*3odap SIUBWAJ LNDIY
‘papunj Jo pauijap 10N *jeutbiew buipunj Jo uoLl3LUL}aQ pue p1at} yioq ‘papunj pue pautjag - juaudinb3 jJoddng ||
*pa3a)dwod ubisap pajlelap *ubi1sop waysAs *sjuawatinbas waysAs ,
WA1SAS 423148 313S SIuawadinbay Y3 1M JUSJINIUOD 335 SIUAWAIINDIY Y3IM JUDIINOU0D 13s Sjuawdainbad 3Ly (31v) juawdinb3 31saj ot3ewolny °QL
HOIH 31VY300K Mol vayv
Z 30 ¢ 3I’3ySs
aseyd QWi o3 AIjuyg - eraa3TId uoTienieag IsTY soT3sTboT uor3zrsTnboy - 219el




96/%1/90 30 UOLISIAIY IT - W aping judwabeusy XS1y ucilisinbay vvd

$SY01IV4 ONIJDNQ3Y XSTY TS¥0LIV4 ONISVIHONI ASIY
*p2321dwod ubisap pa)lelap “ub|1sap Wl3sAs ~S3UaWa11ND3J WR3SAS
WIISAS J3}je 335 SIURLINDIY YIiM JUIIINJUOT 39S SIUBWIJ LNDIY YIIM JU3JINDUCI 13S SjuawaJdinbad |18 sjuawadinbay (119) 31s3ai ul-3tng 6
(118 A11e103dsa) *papaau
Ait)tqedes auo uodn asuel)ad-Jaso asuejeq jeuoiltppe awos !abeyoed *pasuejeq pue Ajjuiof
2Ay3uapuadaput paxJom sioadsy paielbajul Ajjetided e se 33§ 19s (jenuew ‘3iy ‘118) sidadse 1V -sjuawaJdinbay d13soubelq WAISAS g
*30dap
*papunj J4o pauljap 10N *jeutbiew Buipun; J4o UOL}lUL4aQ pue p1atj yioq ‘papunj pue paultjag SIuUaWRJ INb3aY - SJ3IpJO 1BI1UYd3d) 2
-3o0dap
*papuny Jo pauljap 10N sjeutbiew Buipuny Jo uoijiutyag pue p}atlj yioq !papuny pue pauljaq sjuawadtnbay - 1Joddng Ayddns °9
*(%00L SjuUdWRJ LNbIY
*(%00L<) 34E-3Y3l-40-33E1S PIaIIXJ -06) 14e-2Y3-j0-33e31s jo I6pa 1y *3148-3Y1-40-33181S JO X06> Aji)iqeutlejuien 3 A3Litqet|ay g
*sjuawaltnbaJd oMy ueyly asow BUiISSINW “sjuawaJ inbal OM3 4O duo BulsSIW *339)dwo) sN1els 19aYs uVu ¥VS1 °Y
1dasuo)
*pasn Aysnoiaaud 30N “6ul3ISixa palj}ipon *pasn A1snolAdJdd aousudjuley 3 suoijesado °¢
(3daauo)
‘pautjap 10N *pautjap Aj1etised *pauljap A1in4 W30) @dueuajutel 3 suotlledado -2
‘paljliuapt
‘paulop ION -pal411UaPL J0U SUOLIBD0] [paut}ag AlleLilul suo13el0) pauljaqg 1dasuo) juauwhoidag |
HOIH 31Vd300W MO LEL) )

Z 3o T 399ys

oseyd QWi o3 Aajud - eTIS3TID uoTienieay YsSTH soT3sTbo1 uor3zTsInboy v-W @Tqel




96/91/90 30 UOLSLIAIY

aping juawabeuey ysiy uoLlILsinboy wvd

SUOL}INJISUL 2IJNOS PIJIIAL)3p JO Spuesnoyl =

ISQX

<S¥01Jvd4 ONIDNA3Y ASIY

1SY01IV4 INISYI¥ONI ASIY

*Sa|oualoljap

*$310Ua12149p Jofew 4o $53204d ON Jouw ‘ade)d ui $S3304d *a0e)d ui ssadoud jewsoy juawabeuey uoiieanbljuo) °ge
*seade Ad)y *sjuawadinbal jestu03sty *suU3WdJ tnbal
2Jow 40 3uo Ul Ajioeded yimoub oN ueyy ssa} iInq ‘Ajioeded auwos 182140351y Paadxa 40 3aaw suibiey Ayroede) yimodn ubisag " /2
*$)043U02 *adeyd
ajenbapeul Jo pasinbad asn Jofey ut $)0J43uU0d 3ienbape lasn oS *paJinbaJd auoN $)181J338W SNoOpJeZRY °92
juauxdo}anap Mau “Sansst 183131140 A}3j8s ou EECFRER |
Jofew yYltM SUOL3IDBUIJUL 1BI13ILID faoejlajul Builsixa jo uoljeidepy uaAodd §0 asn Jo patinbad 3ON $3084J421U] BULYIEH-UBW “G2
*3o081d ut auopN *aoed ui inq ‘pajiwiy ~aoe1d ul pue 3AlsuayaJdwo) B1493149 buliesaq 42
3S47 sided
-aoe)d ut 10N *sasse}d awos Buissiw ‘aoeyd uj *233)duwod pue aded uj wesbold/sied piepueis jo asn g2
ubisag
=3oedu| Jofep *3oedu| 3WOS *3oedw! ou Jo 31337 M/S U0 joedui] EIUNNICILAUT *22
*paiusunoop *OW3 Ul 3sn Joj pajuaundop
*auop BuidAjojoud oN A11ny 3ou BurdAjojoud jetiued Ajaienbape pue paisay ‘pado)asag 6utdAlo3jold aJemisos “ |2
*3JeM}}0S
;0 3ded Joj pasn/padoianag *aJeMijos )1e Joj pasn/padolarag Jojejnuis aJemijos °Q¢
“1SAX 00§ UeYl Jaieady *1SA) 00€£-06 “1SAX 0§ ueyy ssa7 (23eW13S3) azi§ 9JeMIjos "6}
*332)dwodul uoljejuaundop *pajuaunoop
*pajuaunoop A}Jea)d Jo pautyap ION awos 4o pauijap Ajjetided Aljewdo} pue pautljap A)Jeal) S3384493U] MS/MH "8l
HOTH J1YYIAON MO1 LELL)
€ Jo ¢ 399ys
oseyd gWd o3 Axjug - eTISJTID uoTenieAd YSTY (saemjyjos/aaemparHy) butassutbug £-H 91qel




¥6/%1/90 30 UOISLARY

aping juswabeueW ASty Uo13isinbay vv4

$SY¥01JV4 ONIJNA3Y XSIY

TSY01IV3 ONISVIUINI XdSld

*A11oeded *A31oeded A3 1oeded (*2313 ‘01 ‘Buiwiy
J0 %0/ ueyl Jalealb sjusawadinbay J0 %0/-06 udaMIaq SIuawRJ inbay 30 %05 ueyl ssa)] siuawadinbay ‘AJOWdN) SIAJISIY )euotieIndwo] i
+39b1e1 /91 1dwod -3064e3/49) 1dwod 39643 /43) 1dWOd
Mau !Ajquasse jOo asn juedijiubis M3U JO OH paAoudde-uoN aJnjew !0H panosddy abenbue] MS °9i
“awl)-|eay ©jeo3tdd Bulwiy jou faut)-up *yoleg SpOW 9JeM1JOS °G|
"039 *(-239
‘splepuels Aseyiyiw "6-3) ejep ‘3¥o0ys ‘asnieladwal ‘uoliedqia (140ddns %3 suoijedsado)
paystignd jo asn Aq paysiiqeis3 *sisAjeue Aq paysiiqeisy '+3°1) 1533 AQ paysi|qeis3 $393443 |BIUSWLOI 1AUT BUIdIU] 9|
“S123}49 JO SlSAjeue )jewdoj *$31394}9 WAISAS 231849103
*passaJlppe 3jou suotilellwt ou InQ ‘padapisuod suoiieliwil | ued Jasn Ipaisal/paipnis suoileliwl] JUBWUOJ LAUZ jeuolledsado “gi
*papasu bui)dnod juabutils *but 1dnod *SJUGWI A WAISAS
Jo pauijap )1 ddej4ajul JofeW 14613 SWOS JO PIPIIAU UCLILULSIP 3IOW udamMiaq buidnod asoo) ‘pautjaqg $9084433U] JBUJAU] 2|
*paul}ap 310U S3JBJJIJUL “UOL}LUL 43P 3JoW PAdU SIOe}JIIIUL *paJinbas juawdoaAdp
Jofew Jo/pue juawdo}aAap Jolew awos 4O papaau juawdo)aAsp JOUlKW anbiun ou !pauijop }1am pue 3)duis $3284433U] 1eUIIIXT “|}
"paljiiuspt suotinjos
*P31}13Uapl UO13IN}OS ou - swd)qoud swajqodd ubisap anbiun awos -sanss| ubisap jetoads
ubisap 18213140 pautjap 10N {papuny 3jou Jo pauljap Ajjetiled ou !papunj pue pautjap A)aiajdwo) sjuauwad inbay uoiiedbaul Q|
HOIH EICTELAL] no1 UELL] =
€ Jo z 399uys
aseyd JWd o3 AIjuyg - eTIa3TaD uotjieniead ASTY AQHMBMHOm\WMMBUHMEV Ocﬂuwwﬁﬂmcm £~ 91qel



96/91/90 30 UOLSIAY

aping juswabeuel 31y uol131sinbIV Vv

TS¥013v4 INIJNA3Y XSTY

TSYO01IV4 ONISVIHONI NST¥

*JUSUOJ LAUS JUBAJ|3J UL 3pow uo13eJdIsuouR(
*AJUO SISA}BUE BIA UOLIBIL}LIBA ©359) BlA AJUo SuOL3duNy 1€31314] Builasauibua Jo adAjojoud eLA uaA0ld ub15aQ WAISASGNS/WAISAS 6
*pajeJisuoudp 10N ©10312€j WIO} IJI3A3S SSI) UL PIsn * 19pou adA3010.d/ e3uswi Jadxa Ag uolledlisuowdg Abojouysal ‘g
*asn
*padojaAap 10N *Ajuo suo13duny uoiSsSiw !padoyarag wa1sAs jo syoadse e !padojarag $3)1404d jeuoiioung °/
*pauljap 10N -Ajuo 1aA3] wlisAs a3yl 1e pautjad *S1USWI 13 WAISAS |18 Joj paui}ag so13siJajoessyy Aitienp -9
*paJapisuod 10N ~ubisap ul pasn 313s pajilwil *paysi)qeisa 33s SA1SU3Y3IWO) sjuawalinbay Buiisal Joj ubisag g
*$321N0S3ad *13A9) ssadold ubisap
welbodd ulyIilM 31qeL§143A JON wolSAs 3e sawil 1s33 Bbuo) saJinbay Buldnp 31533} AQ a1qetjidaA Ayipeay uo13821 4 1J3A sjuawaJdinbay ubisaq "y
-pazA\eue sjuawdJ tnbay
*patjiiuapt ANy 0N A12121dwod jou Inq ‘patjliudpl -pazAjeue pue patjiiuapl 11v | ubisag 18313140 waySAsqns /uR3sAS "¢
*33e2011€ *pajeodo)je
0} 1N21}41Pp {x21dwod A)3w343Ix3 aq ued 3nq ‘x2)dwod A1318J3PON -33820))18 01 Asea !ajduts A31x2)cwo] sjuaurdinbay 2
“pauljap 10U SIUBW3 )3 *pautjap iou
Wa3SAS 1813140 3Jow JO 33Jy] SIUGWS ] WAISAS 1€I1311J4D OM} 10 3uQ *paut jop SIUAWI|3 WAISAS ||V uoiliul}ag waIsAs "|
HOIH 31VI300W MO vy
€ 30 | 31334

aseyd

QW3 03 AJ3u3 - B14331J] UOLlIENeAd 3sty

(aJemM3jos/alemMpael) Butadautbul  ¢-W 31qeL



96/91/90 30 UOLSiAY

aping juawabeuen XSty uolltsinboy yvd

$SY01IV4 ONIDNG3Y NSIY

$SY0L3V4 ONISVIAONI JASTY

-(swali 3soy) uo) paizajdwod bullsal
240423q pajetiiul uoiionpoud Jolen

*(swall
9s0y) uo) palajdwod uoledatsiienb
24043q padsopJo swail pea) buoi

*pajJels uotjonpoud a40j9q
pa3ajdwod juawdo]anap waysAs 11V

40 asn - Adu3Jaunduo) "9|

a1doad pasuaiJdadxaul Aq pauuew
4O pauuBW JOU SEB3JE A3 aJow Jo auQ

*papasu butuledy
WS Iseade A3y })e ul pauuen

*asnoy ut
aouaJadxa 3JualaLyyns pauuew A)1ng

Bui$je3S 221340 wedbold “§i

-pado)aAap 10N

-aoe\d
ut A)Inj 3ou ssadold {padoianag

‘pasn pue pado)aAaq

(92ueWI0443d/YS1d) SILIIIN A3X "¥9|

*3]Qe] 1BAR PUNOJE-YJOM
Jo Jojejnuts ou ‘ajqejieAe 10N

*3)ge) LBAB PUNOJE-{JOM/IOJBNWLS
Ing ‘ajgejleAe A)ipead 10N

-juawdo jaAap ul
asn Joj Apead )2031S wWoJ} d)qe)iEAY

(juaudo }3aAag)
(d49/349) A3sadoad/iuaudinby
PIYS LUINH - JUMIIBA0YD "¢

91ep paau 3sJij ueyy
Jabuo) w1} pea) Jo 2)gejieAe JON

*paau 1S4}
03 SWi} ueyl SS3) JO %08 Wil pea)
Inq 'padnjioejnuew/paJapio aq ISNK

*S313)N91441p uotieyuodsuesy
ou !3901S WoJ} 3)qe)ieAy

(uoi3onpodd)
(d45/349) A3zdadouad/iuaudinb3
Pays tUJIN{ - JUBIIBA0D " 2|

‘padojaaap aq isnu !3ienbape 10N

-padojaAap
aq 11131s isnw Inq ‘aienbape Ajqeqodd

-ajenbape pue OWd 01 3)ge|leAy

(149) uotjewdojul]
P3YS 1UIN - JUBWIIIA0Y " ||

-pauue)d 0N

-Ajuo pauue)ld

“paiuawa jdwt /pauue)d

aouednssy A3t eng °gl

ruotieabajul
Joj Buipunj ou Jo pauljap ION

‘@aL 11138
sjoJ3juod !papunj A1iny jou ‘pautyaq

*3A1310934 43 pue ade\d
Ul S$)1043U03 Ipapun} pue pauijag

salil)iqisuodsay uotiedbazu] 4

HOIH 31VY¥300W Mo vauy
¢ Jo ¢ 3°99ys
aseyd AWd 03 AIjud - erI93TId uorjeniead YsTY Juawabeuey/a1npayss/3sod Z-H 919l




96/91/90 30 UOLISIAIY

apiny juawabeuel ysiy uoiyisinboy vvi

$SY0LIV4 ONIONA3IY NSTY

tSY0LIvd ONISVIIONI JSIY

*SUO308 JUO4) dn 1oy JUILDLHNSU]

*suot3joe
juawdo}aAap juoJdj dn Joy jeulbien

*suotjoe
jusuxio}aAap juody dn Joj aienbapy

314044 Buipuny °g

"Sat3lALlOe
uo132NPad ASid MO]]E 30U $0Q

*A1tA1308
wesboud 18313149 BUO SIwL]

*Sal3llAl}oe
welbosd pauueld })e patjsiies

A3t11geyieay Butpuny

~s1s93 uapuadapul
40 uoile)1duwod welbosd 3s3)

*6u13sa) 40 uoljeubajul swos

‘weJboud
3sa) pajesbajut jo jued s3isal 1 |v

uotjesbaju] isay "9

*paJndoud JaquNU JUI LI L 4NSU]

‘paJnooud daqunu jeutbien

~dejiaAc a|npayds 3sal pue sadeds
Buipn)outl ‘pauandodd Jua12144ns

S}3SSyY 1S9] °§

*353394 Joj
suibJew ou !oi3siwiido 3jed 383y

suibiew 3}$3394 jewiutw
a13swiydo Aj3ybi)s a3ed 3say

359334 Joj sulbiew ajenbape
!ajedq 3S9) J13S1)ead uo paseg

Bui1npayIs 3saL Y

*swajqoud
*fUL3SI) puB UOLIEPL]BA /S3dnjiey 40 J3QuUNU 3)Qeuosead 8 4o
ublsep Ui, S3assIIONS ) ]e, Uo paseg *UB1S3PaL/ISIITJ 4O} IAJISIJ |BULULW ub1SaPaJd/1Sa31ad MOY|B 03 JUdLILHNS 2)1npayas welbodd °¢
-eljep ajqejieae *aseqejep *SWa3SAS Butjewtys3
ou !ABojouydal 4o adA} wa3isAs MaN pajtwl) Jo uol3dtpasd pajedgiied 9)qeJedwod jo aseqelep dALISUIINT 9)NPayIs/1s0) Joj saiseg "2

-pasn jou ‘ajqejieae 3ON

*asn
uo 9sduatladxa pajtwt) INg ‘ajqejieay

-3)doad
paouailadxa Aq pasn !a)jqejleAy

s)o0] Buijeuwt}s3 adJnosay °|

HOIH

31vY3A0W

M0

vIyv

¢ 30 1 3=93ys

oseyd awd 03 AI3jud - eTI93TID uoTjenTeAd YSTY Jususbeuel/aTNpayds/3sod

¢-W sT1qelL




96/91/90 30 UOLSIADY

aping juawabeuep 3siy uoilisinboy vvd

TSH01JvV4 ONIJNG3Y STy

TSH01JV4 ONISVIUONI NSIY

“("239 ‘A3t)1tqQlieduod J1U0J3ID)d
-spJepuels pasodoid uo UOL3IUIIUOD Aot ‘sjeuwdo} abueyoxa ejep
SNO1Jas 10 Paleatd aq 03 PIdN Juswealbe fwioj 3jedp ul Istx3 -padojarap A11nd 1-6+a) juswdojanag spdepueis "yl
~aseyd juswdo)anap awes 3yl “peaye aseyd juawdo}aAsp *'sjuUawdo }aA3P S3uawdo )aAaq
Ul S1 yoiyM waisAs Jayjoue SPIIN auo S Yaiym wdIsAs Jayjoue SpIIN wa1SAs 49y3o uo juapuadap ION wa1sAs Jaylp uo adsuspuadag gl
“patjliuapl 10N *patjlaudpl Ajjeliled ‘patjtaudpt And Sjuswed inbay 3Joddns -2
-A3111qeded
juswdinba Buiuiedy ajesedas
pue pappaque Sapnjdul Ipatyiuapl
*patjiiuapt ION -patjtyuaptl Ayjetlled spasu judwdinba pue ueuny yiog sjuawad inbay Bututed) °{|
“paJoplsuod sJojoej anbiun wesbo.d
!wesbousd ojuil pajedodiosut (Butulesd
-papnyout Aj1nj 1oN ‘S11iys ‘sdaqunu) sioadse 11V sjuawaJsinbay Jamoduew "0l
HOIH 3J1VY3Q0H Mo v3yv
Zz 3o z 399us
aseyd dWd 03 K1jqug - etr1aslTad uotjenteay ASTYH m&cwﬁwuﬂﬁvwm I-W °1qelL




%6/%1/90 30 UOLSIADY

aping judWABEUBH ASLY UOLIISINDIY VVd

TSY013V4 ONIINA3Y XSl

TSY010Vd ONISVIHINI dshY

-passaJppe 10N

*passalppe Ajjeliled

-passaJppe A11n4

* (493nAWO?
*18215Ayd) A31Jnd3s waISAS "6

‘UOL3B|SUBJ) OU YILM
A132341p pasn sjuawddinbaJs Jasn

"11eJ) 3ipne
ou !sjuawaJinbal J3asn wWoJj PaALIag

*ssasoud
uoijeisuedy BuiMoys yledl aipne
y31M S3UBWAJINbIL 13sn woJy PaALIRQ

sjuawadinbay ubisag "g

*sJyajaweded A3y ¢ ueyjy aJow
Ul 3JB-34}-}0-23831S JUIIIND SPIIIXJ

~sJajoueded Aax ¢ 03 | ul
348 3y1-40-231B1S 4O %00L-06 ULUILA

-Jajoweded A3y Aue ul jue
-9y3-}0-33181S }JO %06 PIIIXa jou og

sjuswad inbay wa3sAs -2

‘paut japun ‘pautjep
SjUAWRL LNbaJ 1e213140 1BIIA3S J0U JuBWaJINbaL 1e21314d 3ug *pajuawndop pue pautjap A11ng SjuaWRJ INbay 13A37 WRISAS 9
*(*039 "A3 LUNUALOD
‘yeot3ijod) Jasn uodn pasodwi !auoN 13sn utyltM juswaalbestp Jofen *3At3Joddns Aynd aoueidasoy Jasn °¢§
“wa3SAs Bul1Sixa 40 Aljiqeded *wa3sAs BULlISIXd
-Jasn J4oj adA) wdISAS M3U IauoN 40 UOISUIIXD Jofew JO WOS }0 Juawade|dal BUO-J0j-3UC ZYINW adA)] walsAS yilp douatdadxl Jasn ¥

*$3129uU0dsiIp Jolen

-uado
seaJe Joulw !pauijaseq Ajjellded

‘03 paaJsbe Ay )n} 13S

(11 S/W) 222344 sjuawadinbay

L]

*swia) 3jqednseaunn ‘anbea
ut passatdxa sjuswasinbal Jofew sey

-swJial anbea
‘aatjeltjenb swos Iswial JuaWwd 4 INbaud
ajqeljliuenb uL pajels A13SOn

" SWwJa)
ajqeise) ‘ajqeijiijuvenb ui pajeis 11V

sjuawaJ inbay Jasn "2

“slajawesed
jeo1uyo3) waysAsqns [pajielad

*sJyajauweded
aouewsojiad jedauab 931EJ3POW

19A9] swalsAs Jolew e Mojleys

papaaN
11e33Q 1Eo1UYda] JusWdJINbay

-

HOIH

J1VI3I0OW

MO

v3yv

z 3o T 2399Us

awa 03 KAajug - eraea3TId uoTrjeniead AsTH sjuawaarnbay

T-W °T19®elL




APPENDIX M

ENTRY TO ENGINEERING AND MANUFACTURING DEVELOPMENT PHASE
RISK IDENTIFICATION GUIDELISTS

This Appendix provides a set of risk identification guidelists
which can be used to determine a program’s risk areas. These criteria
encompass the areas of requirements, cost/schedule/management,

engineering (hardware and software), acquisition logistics, and
manufacturing.

The guidelists are tailored to risks which may be encountered in
the Engineering and Manufacturing Development (EMD) phase. They
should be used while in the Demonstration and Validation phase to
determine risks that should be addressed as a part of the acquisition
strategy preparation.

Detailed instructions on the use of these guidelists can be found
in the beginning of Appendix L.

FAA Acquisition Risk Management Guide M -3 Revision of 06/14/94



APPENDIX M

ENTRY TO ENGINEERING AND MANUFACTURING DEVELOPMENT PHASE
RISK IDENTIFICATION GUIDELISTS
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4. Acquisition strategy development. The program manager should

follow these steps to incorporate risk considerations in the
acquisition strategy.

4.1 Complete a risk assessment as outlined above.
4.2 Select the guidelist(s) for the follow-on program phase(s).

4.3 Review the follow-on guidelist(s) to determine which
factors could apply to the program in follow-on phases.

4.4 Determine desired risk level for next phase.

4.5 Using both the current phase risk assessment and the
desired risk level for the follow-on phases, determine what actions
can be taken in the phase under consideration to reduce the risk to
the desired level. These actions should be considered in developing
the acquisition strategy.

EXAMPLE: Program is in concept Exploration and preparing to
transition to DEM/VAL. The program manager and the program office
staff would, therefore, use the DEM/VAL guidelist to assess the
program’s risk. Assume the program manager is willing to accept a
risk rating of medium-high going into DEM/VAL, but wants to be
medium-low by the start of EMD and low by the start of production.
The EMD and production criteria sheets would be reviewed to determine
what actions would need to be done in DEM/VAL to achieve an EMD
assessment of medium-low risk, and low going into production.
Accomplishing these actions would be part of the program’s
acquisition strategy.

As noted above, it is the responsibility of each program to
tailor and further define these criteria according to their unique
requirements (space is provided on each sheet to do so). However, it
is recommended that program offices use the attached criteria as a
guide to assign realistic technical risk ratings to their programs.
The program offices should ensure they document their rationale and

any assumptions made when assigning a particular risk rating.
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APPENDIX L

ENTRY TO DEMONSTRATION/VALIDATION PHASE
RISK IDENTIFICATION GUIDELISTS

1. Risk identification guidelists. This Appendix provides a set of
risk identification guidelists which can be used to determine a
program’s risk areas. These criteria encompass the areas of
requirements; cost, schedule, and management; engineering (hardware/

software); acquisition logistics; and manufacturing.

The guidelists are tailored to risks which may be encountered in
the Demonstration/Validation (DEM/VAL) phase. They should be used
while in Concept Demonstration to determine risks that should be
addressed as a part of the acquisition strategy preparation.
Additional sources which can be consulted to create additional
program office criteria are listed in Appendix F.

2. Program risk assessment

2.1 Expert judgment. Using available expert judgment, assess
the program against each factor. If a factor is not applicable,
ignore it.

2.2 Criteria range. This set of criteria covers a broad range,
but is not all inclusive. Space is provided on each sheet to
identify program-unique factors which can increase or decrease
program risks. These factors can be additional factors not listed,
or they can be special cases of existing factors.

2.3 Program risk determination. Once the set of criteria
sheets is complete, the program manager is responsible for making a
final judgment as to the program risks. Note that there is no
formula provided to aggregate individual area assessments into an
overall risk assessment. Having three low risks, two moderate risks,
and one high risk does not automatically mean that one has a moderate
risk program. In fact, there have been programs where individually
the risk elements were low, but the program became high risk when
they were integrated. One needs to take care not to assume that
program risk is simply the summation of its individual risk elements.
Each program manager remains responsible for assessing the
significance of each area, and determining how it influences the
overall program risk.

3. Readiness to enter next phase. The risk criteria shown on these
sheets are fixed by the status of the design effort, rather than by
the phase of the program. The risk ratings (high/moderate/low) are
pbased on the maturity of the program, rather than the phase. It is
important to distinguish the absolute risk level from the
acceptability of that risk. Acceptability varies from phase to
phase. A risk level which is acceptable in DEM/VAL is usually
unacceptable in production.

FAA Acquisition Risk Management Guide L -3 Revision of 06/14/94
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ENTRY TO DEMONSTRATION/VALIDATION PHASE
RISK IDENTIFICATION GUIDELISTS
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